USPTO TRANSMITTAL POSTCARD (Patent) 

Mailingdate: August 11,2008 ^. j^*** 1 *" 2 ^^ r20 2m 
Serial No.: 09/714,841 FihngDate November 20, 2UUI., 

S^rma&aS^nbtw^ a— d dbuvery op 

, J . Unrm . 3. Attachments A-D; and 

1. Transmittal Form, pto/sr/44 

2. Request for, Certificate of Correction (3 4. Form PTO/SB/44. 

. pgs); 
JNE/mms 




•SerialNo, 09/7H8 4 i ^ At* Docket No. 26016.0.1 

Applicant^): Pamela O Jjtvtnn .toi ™»ngDate: November 20, 2000. 

™ e: ^oWoTmanag^n^^^ 

ALARM NOTIFICATIONS AND O^SSSoN AUTQMATED DELIV BRY OF 

1. Transmittal Form; 

2. Request for Certificate of Correction (3 a ^ h ^A-D;and 
pgs); ^nwuray 4. Form PTO/SB/44. 



JNE/mms 



PTQ/SB/21 (08-08) 
Approved for use through 08/31/2008. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 









TRANSMITTAL 
FORM 

(to 09 used for aff correspondence after Initial filing) 


Application Number 


09/714.841 1 


Filing Date 


November 20, 2000 


First Named Inventor 


Pamela G. Layton 


Art Unit 


2683 


Examiner Name 


C.Tran 


\_ Total Number of Pages In This Submission 


Attorney Docket Number 


26016.0.1 J 



ENCLOSURES [Check all that apply) 


IZD Fee Transmittal Form 
I — I Fee Attached 

I I Amendment/Reply 

0 After Final 

1 I Affidav)ts/decIaration(s) 
I I Extension of Time Request 

I I Express Abandonment Request 
I I Information Disclosure Statement 

I I . Certified Copy of Priority 
I I Documents) 

I I Reply to Missing Parts/ 

I I Incomplete Application 

| | Reply to Missing Parts 
I I under 37 CFR 1.52 or 1.53 


CZI Drawing(s) 

1 I Ucensing-related Papers 

I 1 Petftion 

1 1 Petition to Convert to a 

1 — 1 Provisional Application 

1 1 Power of Attorney, Revocation 

1 — 1 Change of Correspondence Address 

1_ 1 Terminal Disclaimer 
f 1 Request for Refund 
| | CD. Number of CDfs) 

1 1 Landscape Table on CD 


j j After Allowance Communication to TC 

1 1 Appeal Communication to Board 
1 — 1 of Appeals and Interferences 

I 1 Appeal Communication to TC 

1 1 (Appeal Notice, Brief, Reply Brief) 

II Proprietary Information 
I 1 Status Letter 

f~T| Other Endosure(s) (please Identify 
LlJ below): 

Request for Certificate of Correction (3 pgs); 

Attachments A-D; Form PTO/SB/44 (3 pgs); 

Return postcard 


E Remarks I 


SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 


Firm Name 


Bums & Levinson LLP 


Signature 




Printed name 


Jacob N. Eriich 


Date 


August 11. 2008 J Re 9- No - 


24,338 



c 


CERTIFICATE OF TRANSMISSION/MAILING 




\ 


1 hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with 
sufficient postage as first class mail in an envelope addressed to; Commissioner for Patents, P.O. Box 1450, Alexandria. VA 22313-1450 on 
the date shown below: 


Signature 




\Typed or printed name 


Jacbb N. Eriich 


Date 


August 11,2008 j 



This collection of Information is required by 37 CFR 1 .5. The Information is required to obtain or retain e benefit by the pubSc which is to file (and by the USPTO to 
process) an application. Confidentiality Is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, US. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450. Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, cell 1-800-PTO9199 and select option 2. 



Patent No. 6,829,478 Bl 

Request for Certificate of Correction 

CERTIFICATE OF MAILING 

I hereby certify that this correspondence is being sent by first class mail in an envelope 
with sufficient postage, addressed to: Attention Certificate of Corrections Branch, 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on August 1 1, 2008. 

, ^^VFr \ 

JacobNN. Erlich 
Reg. No. 24,338 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicants: Pamela G. Layton et al. Examiner:. C. Tran 

Application Serial No.: 09/714,841 Group Art Unit: 2683 

Filed: November 20, 2000 . Attorney Docket: 26016.0.1 

Patent No.: 6,829,478 Issue Date: December 7, 2004 

For: INFORMATION MANAGEMENT NETWORK FOR AUTOMATED DELIVERY OF 
ALARM NOTIFICATIONS AND OTHER INFORMATION 

Burns & Levinson LLP 
125 Summer Street 
Boston, MA 02110 
(617) 345-3000 

To: Attention Certificate of Corrections Branch 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

REQUEST FOR A CERTIFICATE OF CORRECTION UNDER 37 CFR 1.322 

Sir: 
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Applicants believe that the correct Figures 3 and 4 attached to the enclosed Form 
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Pamela G. Layton et al., Applicants 
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Attorney for Applicants 



3 



Attachment A 



FIGURE 3 



SECURITY AND PREMISES 
MONITORING SYSTEM 



-1 



PSTN or 
WIRELESS 



DATA 

I 

▼ 



DATA 

I 



TELEPHONY 
INTERFACE 



CUSTOMER 

SERVICE 
INTERFACE 



WEB INTERFACE 



TELEPHONY 
SERVER 



-11 



CABLE MODEM 



CUSTOMER 
SERVICE 
RECEIVER 



-22 \ 



-12 



iP SERVER 



-14 



ALARM MONITORING 
ENGINE 



-15 



CUSTOME 
R PROFILE 



- 1 7 DATABASE SERVER 
X 



EVENT 
LOG 



•19 



WEBSERVER 



-20 



-16 



TELE CONF 
SWITCHING 
MECHANISM 



•21 



INTERACTIVE 
MESSAGING SERVER 



-18 



Itlt 

NETWORK 

I I I I 



CELL 
PHONE 




E-MAIL 




PAGER 




LAND 
UNE 
PHONE 



TEXT 
MESSAGE 




SMS 




FAX 



CENTRAL 
STATION 
MONITORING 
FACILITY 



NE=NOTIFICAHON ENGINE 



Figure 4 




Attachment B 



i" 
t 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



Applicants): Laytoru P., et al. 
Application No.: 09/714,841 
Filed: 11/20/2000 

Title: Combination Wireless Alarm System 
and Telephone Connected to an Information 
Network for Automated Delivery of Alarm 
Notifications and Other Information 

Attorney Docket No. : 260 1 6.0. 1 



Group Art Unit: 2683 
Examiner: Tran. Cong Van 



Commissioner for Patents 
Mail Stop Non-Fee Amendment 
P.O. Box 1450 
Alexandria, VA 22313 
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Dear Sir: 



Please amend this application as follows: 
In (he List of Invcninrx - 

Please delete Sidney Skjci as an inventor. 



In the Specification: 

A substitute specification follows this page. A line-in line-out version is 
appended to this amendment. 
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INFORMATION MANAGEMENT NETWORK FOR AUTOMATED DELIVERY OF 
ALARM NOTIFICATIONS AND OTHER INFORMATION 



PRIORITY 

This application claims priority from United States Provisional Applications 
60/166,585, filed November 19, 1999, and 60/232,340, filed September 14, 2000, and 
incorporates both by reference herein as though fully set forth herein. 

FIELD OF THE INVENTION 
This invention relates generally to security and monitoring systems for both 
residential as well as business and industrial use. It relates more particularly to security and 
monitoring systems that operate over wired or wireless networks. Even more particularly, it 
relates to security and information systems that use condition sensors connected by a network 
that facilitates remote monitoring, notification, and interaction. 

BACKGROUND OF THE INVENTION 
Existing premises security monitoring systems are usually connected to central 
monitoring stations via the public switched telephone network (PSTN) or a by a commercial 
wireless network. In the event of a system alert, current monitoring center procedures provide 
the customer with an alarm verification call, notification to the local police or fire authorities, 
and notification to a number of designated contact numbers, Although only 20% of the 
households in this country have monitored security systems, false-alarm police dispatches 
account for 98% of police dispatches nationwide. Such false alarm events typically cost 
municipalities nationwide over $1 .5 billion per year. As a result of the high incidence of false 
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alarms plaguing the industry, it is not uncommon for the police to take as long as an hour to 
reach the premises where an alarm has been activated. 

Further, when an alarm system is violated, the siren only sounds for a period of up 
to five minutes. Should the homeowner return to the premises before the police arrive and after 
the alarm ceases, the safety of that individual is seriously compromised. 

In the residential security system industry today, upon the receipt of an alarm 
transmission from a security or premises monitoring system, the dispatcher of the central station 
monitoring facility calls the premises to verify whether the emergency event is valid. If there is 
no answer or if it is otherwise deemed necessary, the dispatcher notifies the appropriate authority 
for emergency dispatch. At the time of emergency notification, the dispatcher at the central 
stalion monitoring facility is limited to the information transmitted from the base unit in the 
premises. The dispatcher does not have access to real-lime information about the situation that 
could influence his decision as to whether to notify the emergency authority. 

Furthermore, the calls made to (he customer contacts alter the authorities are 
dispatched are most typically not given priority by the central station monitoring facilities and 
arc only made to the customer contacts when emergency calls and dispatches for other customers 
are not being made. Therefore, it is not uncommon for the contacts listed in the customer file to 
be notified about the alarm so long after the incident that notification is useless. 

When the central station monitoring facility calls the premises to verify the alarm 
event, if the event notification is not cancelled, the dispatcher immediately notifies the 
emergency authorities for dispatch to the premises in question. If the homeowner is not at home 
at the time of the alarm event, the homeowner's knowledge of the premises, hardware and 
authorized users is not available to influence or control the action taken by the central station 
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monitoring facility at the time of alarm signal transmission. And, it is only after the emergency 
authorities have been dispatched that the dispatcher of the central station monitoring facility 
attempts to notify the other contacts listed in the customer's file. 

Current systems also allow customers limited or no opportunities to alter contact 
numbers in their profiles or to be contacted via the growing variety of communication devices 
available to the public (e.g., fax, e-mail, pager, Personal Digital Assistant (PDA), text messaging 
device). It is therefore generally uncommon for the contact numbers stored in the customer's 
contact list to be up-to-date due to the cumbersome process required to update a contact list. 

These factors seriously compromise the safety of the owner of the premises, who, 
if not on premises at the time of the alarm event, may not receive information about the alarm 
notification prior to entering the premises while an intruder is still present. The above factors 
also contribute to the high incidence of false alarm dispatches in this country. If the owner of the 
premises is not on the premises at the time of the alarm event, the owner is not able to direct the 
central station monitoring facility whether to cancel or continue with authority dispatch. 

The current call How process from a security or premises monitoring system 
direct to a Central Monitoring Station, which calls the premises for verification and then notifies 
the authority for emergency dispatch, is an inefficient premises monitoring solution. This call 
flow configuration also has adverse cost and safety implications for the system owner, central 
station monitoring facilities, authorities, and cities alike. 

It is therefore an object of the invention to provide an improved system for 
monitoring premises security and other conditions. It is a primary object of this invention to 
provide a system that transmits interactive notifications about premises event and alert 
information in the order and manner determined by the customer within the customer profile to 
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any wired or wireless communication device. It is yet a further object of this invention to receive 
transmissions of alarm notifications regarding changes in the status of any one of a number of 
sensors or parameters in a security or premises monitoring system at a remote Information 
Management Network via the Public Switched Telephone Network, Wireless Commercial 
Network, cable network or other commercial network. 

It is another object of the present invention that the customer be able to remotely 
and securely access the Information Management Network via the Internet or telephone to 
modify and review the information in his Customer Profile and Event Log within the Information 
Management Network, using a secure web or telephone interface, to easily and securely maintain 
and update contact lists and notification preference points, schedule times for certain information 
notifications, update call (low sequences, access personal account information, review detailed 
alarm history, review results of notifications made to each of the delineated devices, review 
billing information, schedule non-alarm event notifications and update and review other alarm 
signal and hardware related information. It is another object of the invention that the Information 
Management Network initiate periodic interactive notifications to customers to encourage them 
to update their Customer Profile by entering the correct digital or voice recognized pass code. 

It is yet a further object of the invention that the customer be able to determine the 
order in which contacts will receive the event transmission and have the opportunity to cancel 
said event transmission prior to said transmission being sent to the central station monitoring 
facility or private guard service for authority dispatch. It is another object of the present 
invention that an authorized recipient of an event notification can cancel the transmission of the 
notification to the subsequent contacts in the notification sequence or a central station by entering 
the correct digital or voice recognized pass code. It is yet another object of this invention that a 
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central station monitoring facility use the Information Management Network to contact customer 
devices listed in the Customer Profile concurrently or following the dispatcher's verification call 
to the home, to allow an authorized individual, remote from the premises, to cancel the alarm 
notification prior to dispatch of the authorities. It is still another object of the invention that the 
recipient of a notification call be able to be transferred or conferenced with the emergency 
authority through a digital or voice request. It is another object of the invention that the receipt of 
information by the recipient can be confirmed and a record kept in the event log database of the 
Information Management Network for retrieval and review at a later date by an authorized 
individual. It is another object of the invention that the Information Management Network 
complement or replace the Junctions of a central station monitoring facility. 

SUMMARY OF THE INVENTION 
The system of the current invention provides to users and central station 
monitoring facilities an efficient and affordable event notification solution in which the call [low 
configuration of the invention is designed to enhance the safety and convenience of the customer 
and reduce the incidence of police, fire, or other emergency dispatches generated by false alarms. 
The invention comprises a secure interactive and remotely accessible Information Management 
Network (IMN) based routing system for alert, medical, and other emergency event information. 
The system delivers sequential interactive event notifications based on signals received from 
sensors at the monitored premises and sends them in text, voice, DTMF or digital, text 
messaging, or other formats to a plurality of remote wired and'wireless devices, including cell 
phone, pager, email, SMS, landline phone, text messaging device, personal digital assistant, and 
fax as appropriate. The IMN further delivers such notifications to a pre-designated central 
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station monitoring facility in security industry format. 

The hardware of the IMN is a combination of a plurality of modems, an alarm 
monitoring engine, at least one server containing customer information databases, a unified 
messaging platform, event logs, web and telephony interfaces, an interactive messaging server, a 
Private Branch Exchange/Interactive Voice Response (PBX/IVR) interface, and a telephone 
conferencing switching mechanism. This configuration translates the data received from a 
premises hardware unit into a notification capable of being sent in voice or text format to any 
number of customer designated devices including telephone, fax, email addresses, pager, 
Personal Digital Assistant (PDA), or text messaging device. The systems are redundant. 

The IMN routing system is domiciled at a secure independent hosting facility or at 
a secure central station monitoring facility. The .system is able to receive event and alert 
information from any security or premises monitoring devices and sequentially transmit 
interactive notifications about the event and alert to wired and wireless communications devices 
specified in the Customer's Profile within the IMN. Transmissions can be made in voice, text, 
DTMF, digital, text messaging or other formats to such devices as cell phone, pager, email, fax, 
text message device and SMS, as well as in Contact ID, SI A, or other security industry formats 
to an independent central station monitoring facility for them in turn to dispatch the authorities. 

The automated secure remote IMN has a novel interactive alarm notification call 
flow sequence that uses information stored in the Customer Profile within the database of the 
IMN to notify designated points of contact by making sequential interactive notifications to one 
or more persons or locations previously designated in the Customer Profile over one or more 
wired and wireless devices in text voice, DTMS, text messaging or digital formats to notify 
them of an emergency event or a change in the status of any premises sensors. Delivery to any 
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of the above destinations occurs in the order and manner specified in the authorized user's 
Customer Profile within the IMN. 

For an alarm notification, the information conveyed can include the customer 
name, address, location of the security or premises hardware, phone number of the security or 
premises hardware, date, time, type and name of sensor, zone, local emergency authority phone 
number, and other relevant personal or premises-related information. The IMN also allows for a 
two-way communication interface with the security or premises hardware. 

The IMN, having automatically received an alert notification from the premises 
where the monitoring devices are located, automatically accesses a data base, finds the particular 
owner's profile, and then also automatically sends interactive alert messages to phones, faxes, 
email devices, pagers, hand-held computers and/or a manned monitoring center as previously 
specified by the owner. The use of the alarm system is electronically logged in the IMN so that it 
can be reviewed later. 

The system uses the information populated within the Customer Profile to 
instantly alert the customer and his contacts of the alarm event, for example, to warn them of an 
intruder on the premises or to alert them to another type of emergency event at the premises and 
enable them to make a decision as to whether the emergency authorities should be notified by the 
customer directly or through a central station monitoring facility or guard service, or the event 
notification should be cancelled. 

The user can securely access the IMN via the Internet or telephone to program or 
re-program the user's customer profile, to include notification preference points, ordering of 
notifications, routing paths for different types of notifications, times for notification and other 
related information. This access is to a single universal access point Receipt of information by 
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the user can be confirmed and a record kept in the event log database of the IMN for retrieval at a 
later date by an authorized user. 

The IMN also permits the user to modify the pre-existing premises alarm 
notification call flow sequence by allowing the user to direct and manage the alarm notification 
process. Event notifications from the IMN are interactive and made sequentially to the contacts 
designated in the Customer's Profile, allowing the recipient of the event notification to determine 
the next action to be taken by the TMN in the call flow sequence. Authorized recipients are able 
to terminate or redirect subsequent event notifications by entering the correct pass codes digitally 
or through voice recognition technology. 

Customers can select the number and ordering of contacts to be notified and 
queried prior to alarm event transmissions being sent to the central station monitoring facility for 
emergency authority dispatch. Customers can select to have a central station monitoring facility 
as part of the call llow sequence, or have notifications sent only to the contacts listed in their 
prolile for those contacts to notify emergency authority for dispatch. Authorized users can 
access their Customer Profile via a pass code encrypted telephone or Internet interface, to change 
alarm system configuration, update their points of contact, establish the order in which contacts 
will be notified based on the type of alarm event and review emergency information any time 
they desired. Using the pass code accessible Internet and telephone interfaces, users can access 
information about their accounts, including billing information, contact points, pass code 
information and alarm history. The invention also provides for externally specified and 
changeable control of alarm system operation and home automation devices via the IMN or from 
a remote telephone. Externally directed control of alarm system operation and home automation 
devices takes place via the IMN. 
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The ability to securely and easily update contact information at anytime and from 
anywhere allows the customer to be part of and closely manage the security notification call flow 
process and enhance his safety by directing alarm event notifications to contact him on specified 
devices early on in the event notification process. This feature, coupled with the user's ability to 
cancel an alarm notification prior to its being sent to the central station monitoring facility, 
influences the call flow sequence of alarm event information and reduces the incidence of false 
alarm dispatches. Authorized contact recipients are identified with user-determined pass codes, 
verified by a digital pin number or Voice Recognition pin number, prior to that person 
instructing the 1MN as to the next step or steps of action to be taken in the call sequence. Another 
important feature is the logging of event notification information into the database of the IMN so 
that the customer can review it at a later date. 

In this system users have direct, secure access to the monitoring network database 
via phone or the global computer network in order to review and change alarm system 
configuration, points of contact and emergency information any time they desire. Customers 
have access to securely manipulate their personal information within their Customer Profile over 
the telephone or through a web interface, 24 hours a day. 

Customers can elect to have central station monitoring facility back-up capability 
to be employed after one or more contacts listed in the Customer's Profile have been contacted 
and queried, and have failed to receive or respond correctly to the interrogation from the IMN. 
Customers can also elect not to have a central station monitoring facility as part of the call flow 
sequence and have the notifications sent only to the contacts listed in their Customer Profile. In 
all notification calls, customers are provided the opportunity to be transferred directly to the 
emergency authority for them to initiate a dispatch to the premises. 
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In certain instances, customers can select to have a central station monitoring 
facility or guard service notified for police or emergency dispatch, after one or more of the 
contacts listed in the Customer Profile have received the information and have either failed to 
properly cancel the event notification or have proactively instructed the IMN to contact the 
central station monitoring facility or guard service for dispatch. At the same time, recipients of 
alarm and event notifications are provided the local police number, as well as the ability to be 
transferred or conferenced with the local police or emergency authority. 

Through the IMN, customers can also subscribe to receive notifications with 
content not related to the security or premises hardware. Such notifications include medication 
reminders, homeland security notifications and news events, transmitted at specific times, on 
specific dates, or under specific circumstances, and transmitted to a plurality of wired and 
wireless devices in text and voice formats as designated in the customer profile. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

1 . Figure 1 is a diagram of the communication flow established by the Information 
Management Network. 

2. Figure 2 is a diagram of the communication established by the Information Management 
Network including the central station monitoring facility or private guard service, the 
police, or other emergency authority. 

3. Figure 3 is a schematic diagram depicting the hardware components of the Information 
Management Network and the communications portals into and out of the Information 
Management Network. 

4. Figure 4 is a How diagram illustrating the work flow process within the Information 
Management Network. 
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
A Security or Premises Monitoring System has been previously described in the 
parent application, which has been incorporated by reference. The Security or Premises 
Monitoring System is connected by a communications circuit, which can be any of or a 
combination of elements selected from the public switched telephone network, a wireless 
network, digital subscriber line via modem, cable modem connected to a cable network, the 
internet, and any other communications network capable of transmitting dual tone multiple 
frequency tones or their equivalent. The Security or Premises Monitoring System connects on 
demand to the Information Monitoring Network (IMN) of this invention, described below. 

With respect to hardware, the IMN comprises at least a DTMF modem, an 
application interface, at least one server containing customer information databases, a unified 
messaging platform, an event log, a web interface, and a telephony interchange, such as a Private 
Branch Exchange/Interactive Voice Response (PBX/I VR) interface. (Sec FIG. 3). The at least 
one server comprises a server type computer the nature and configuration of which is well known 
to those skilled in the art. Those skilled in the art will also recognize that the network of this 
invention can be implemented with a variety of computing and communications hardware 
differing from those explicitly disclosed in this application but well known to those skilled in the 
art. 

The hardware and software configuration translates the DTMF tones received 
from the Security or Premises Monitoring System into a message capable of being sent in voice 
or text format. As the following will describe, the IMN enables sending the message to any 
number of customer designated devices including telephone, fax, email addresses, pager, or 
Personal Digital Assistant (PDA) such as a PALM PILOT. 
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Referring to Figure I, alarm or event information is sent from the Security or 
Premises Monitoring System 1 to the remote Information Management Network 2 via any type 
of communication channel. The system retrieves user information and alert notification 
addresses (including but not limited to phone numbers, fax numbers email addresses, pager 
numbers, and Personal Digital Assistant device addresses) from the customer database and, as 
described in more detail below, forwards the alarm notification or medical information to the 
designated points of contact, simultaneously or sequentially. For an alarm notification, the 
information conveyed includes the customer name, location of the base unit, phone number of 
base unit, date, time, type of sensor and zone. 

Interactive notifications are then sent from the Information Management Network 
to the contacts listed in the Customer Profile 17 (shown in Fig. 3) via at least one communication 
device, including cell phone, pager, email, SMS, landline phone, fax or text messaging device. 
Contact recipients of the interactive alert notifications arc provided the option to cancel the event 
notification by providing a correct pass code using digital entry or voice recognition technology; 
send the alert notification to the next contact in the Customer Profile 17, or be transferred to or 
conferenced with the local emergency authority. There is no central station monitoring facility 
associated with the call flow sequence of Figure 1 . 

Referring to Figure 2, alarm or event information is sent from the Security or 
Premises Monitoring System 1 to the remote Information Management Network 2 via any 
communication channel including the Public Switched Telephone Network, the Internet, Cable 
or a Wireless Network. Interactive notifications are then sent to the contacts by the Information 
Management Network listed in the Customer Profile 17 (shown in Fig. 3) via any number of 
communication devices including cell phone, pager, email, SMS, landline phone, fax or text 
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messaging device. Contact recipients of the interactive alert notification are provided the option 
to: cancel the event notification by providing the correct pass code using digital or voice 
recognition technology; send the alert notification to the next contact in the Customer Profile 17; 
send the alert notification to the central station monitoring facility. In this configuration, the 
central monitoring station is generally responsible for police and emergency authority 
notification for dispatch, but optionally the responder can be transferred to or conferenced with 
the local emergency authority. 

Referring to Figure 3, information sent from the Security or Premises Monitoring 
System 1 to the Information Management Network 2 enters the Information Management 
Network 2 through the Telephony Server 1 1, Cable Modem 12 or IP Server 14. Alarm 
information then Hows through the Alarm Monitoring Engine 15 to the Database Server 16. 
Information regarding the specific account is stored in the Customer Profile 17 within the 
Database Server 16 that provides the work How process for each alarm event. All alarm 
notification events are sent by the Interactive Messaging Server 18 to the customer contacts via 
landlinc phone, cell phone, text messaging device, pager, email, fax or SMS, The Interactive 
Messaging Server 18 can interrogate the contact recipient of the alarm notification for 
information and institute the appropriate work flow process based on the response of that contact. 
The results of all work How processes are stored the Event Log 19 and can be reviewed by 
authorized individuals through the Telephony Interface into the Telephony Server 11 or the Web 
Interface through the Web Server 20. During a notification, customers are provided the option 
to be connected to the police phone number listed in their Customer Profile 17 within the 
Database Server 16. This connection is made through the Telephone Conference Switching 
Mechanism 21. Alarm notifications associated with central station monitored accounts are 
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transmitted from the Database Server 16 to the central station monitoring facility via the 
Interactive Messaging Server 18 following the call flow sequence designated in the Customer 
Profile 17. Access to the Customer Profile 17 and changes to said Customer Profile 17 are made 
through the Telephony Server 11, Customer Service Receiver 22 and Web Server 20 into the 
Information Management Network 2. 

Referring to Figure 4, the call flow processes are detailed for an alarm event. 
When the incoming signal is received by the Information Management Network 2, the signal 
enters the Alarm Monitoring Engine 15 and is immediately logged into the Event Log 19 within 
the Database Server 16. The alarm notification string is parsed to determine information about 
the account. Using the customer identification number, the Customer Profile 17 within the 
Database Server 16 is queried for the alarm type and customer account information for the work 
How processes. 

For a central station monitored account, there are different workflows associated 
with non-critical, critical, panic, and lire events. In the event of a non-critical alarm, which 
represents a low battery event, AC l\>wcr loss or other non-critical event, the alarm event 
information is sent by the Notification Engine 23 within the Interactive Messaging Server 18 to 
the customer's non-critical contact on the device specified in the Customer s Profile 17. The 
results of this notification arc stored in the Event Log 19 within the Database Server 16. 
In the event of a critical alarm, the information is sent to the customer's first contact using the 
Notification Engine 23 within the Interactive Messaging Server 18. The contact is given the 
option to cancel the alarm or send the signal to the central station monitoring facility 8 for 
dispatch. 

If the contact request's that the central station monitoring facility 8 be notified for 
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the dispatch of the authorities, the Notification Engine within the Interactive Messaging Server 
18 sends the alarm transmission to the central monitoring station 8 for authority dispatch and the 
results of the work flow process are stored in the Event Log 19. All other contacts listed in the 
Customer's Profile 17 are then notified that alarm event notification was sent to the central 
station monitoring facility 8. 

If the alarm notification information is sent to a device where the contact chooses 
to cancel the alarm event, the customer's notification cancel code is requested. If the correct 
alarm notification cancel code is entered, the alarm notification event and work flow process are 
cancelled and the information of the work flow process is stored in the Event Log 19. 

If the incorrect alarm notification cancel code is entered, the customer is requested 
to re-enter the code. If an invalid alarm notification cancel code is entered second time, or no 
code is entered, the work flow process moves to the next contact listed in the Customer's Profile 
17 and the notification process is repeated. When the second contact is notified, if there is no 
answer, an invalid cancellation code is entered or the contact selects to have the central station 
monitoring facility 8 notified, the alarm event is sent to the central station monitoring facility 8 
for authority dispatch and the information is stored in the Event Log 19. In any case where a 
valid alarm notification cancel code is entered, the notification event and the workflow process 
arc cancelled, and the information regarding the cancellation of the alarm event notification is 
stored in the Event Log 19. fn any case where the central station monitoring facility 8 is notified 
for dispatch, all remaining contacts are notified that the alarm event was sent to the central 
station monitoring facility 8 and the information is then stored in the Event Log 19. 
When an alarm notification is sent, if the notification is unable to be delivered by the Information 
Management Network 2, if the line is busy or there is no answer by the first contact listed in the 
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Customer Profile 17. the workflow process moves to the next contact listed in the Customer 
Profile 17. 

If the first contact is answered by a voice mail or answering machine, the 
Notification Engine 23 within the Interactive Messaging Server 18 recognizes that it is not a live 
person, leaves a message and the work flow process moves to the next contact listed in the 
Customer's Profile 17. If the next contact is not answered, is answered by a voice mail or 
answering machine, or is answered and the correct alarm notification cancel code is not entered, 
the Notification Engine 23 within the Interactive Messaging Server 18 leaves a message where 
applicable and the alarm event notification is sent to the central station monitoring facility 8 and 
the remaining contacts listed in the Customer Profile 17 are notified that alarm event was sent to 
the central station monitoring facility 8. This information is then stored in the Event Log 19 
within the Database Server 16. 

In the event of a fire or panic alarm event, the information is sent directly to the 
central station monitoring facility 8 and all of the customer contacts listed in the Customer 
Profile 17 are notified of the alarm event. The information is stored in the Event Log 19. There 
are no cancellation privileges associated with these events. 

For an account that does not have central station monitoring, there are different 
workflows associated with non-critical, critical, panic, and fire events. In the event of a non- 
critical alarm, which represents a low battery event, AC Power loss, or other non-critical event, 
the information is sent to the customer's non-critical contact on the specified device, using the 
Notification Engine 23 within the Interactive Messaging Server 18. The results of this 
notification are stored in the Event Log 19 within the Database 16. 

In the event of a critical alarm, the information is sent to the customers first 
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contact using the Notification Engine within the Interactive Messaging Server 18. The contact is 
given the option to cancel the alarm event or send the signal to the next contact listed in the 
Customer's Profile 17. 

If the contact chooses to cancel the alarm event, the customer's notification cancel 
code is requested. If the correct alarm notification cancel code is entered, the alarm notification 
event and work flow process are cancelled and the results of the work flow process are stored in 
the Event Log 19. If the incorrect alarm notification cancel code is entered, the customer is 
requested to rc-cntcr the alarm notification cancel code. If an invalid alarm notification cancel 
code is entered a second time, or no alarm cancellation code is entered, the work flow process 
moves to the next contact listed in the Customer's Profile 17 and the process is repeated. This 
work flow process will continue through all of the customer contacts until the alarm event is 
cancelled using the correct alarm notification cancel code. With each notification, the contact is 
given the information about the alarm event, including the name, address and system zone 
activated, as well as the police phone number to contact in the event of an emergency. During 
the process, the contact is given the option to have the notification sent to the next contact listed 
in the Customer Profile 17; given the option to cancel the notification; or be connected directly to 
the police phone number listed in his Customer Profile 17. In any case when a valid alarm 
notification cancel code is entered, the notification event and the workflow process are cancelled 
and the information is stored in the Event Log 19 within the Database Server 16. 
When an alarm notification is sent, if the line is busy or there is no answer by the first contact 
listed in the Customer Profile 17, the workflow process moves to the next contact listed in the 
Customer's Profile 17 to continue the work flow process. 

In the same event, if the notification is answered by a voice mail or answering 
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machine, the Notification Engine 18 recognizes that it is not a live person, leaves a message and 
the work flow process moves to the next contact listed in the Customer's Profile 17. If the next 
contact is busy, not answered, answered by a voice mail or answering machine, or answered and 
the correct alarm notification cancel code is not entered, the Notification Engine 18, leaves a 
message where applicable and moves to thejiext contact listed in the Customer's Profile 17. 
This process continues through all of the contacts listed in the Customer's Profilel7 until the 

correct alarm notification cancel code is entered to cancel the work flow process. 

After the work flow process has attempted contact with all devices listed in the 

Customer's Profile 17, the Notification Engine 23 within the Interactive Messaging server 18 

will try to send the alarm notification to those devices that were busy or where there was no 

answer to attempt to deliver the alarm event notification information. 

In the event of a fire or panic alarm event, all of the customer contacts listed in the 

Customer Profile 17 are notified of the event and the results of the notification are stored in the 

Kvent Log 19 within the Database Server 16. There arc no cancellation privileges associated 

with these events. 

Confirmation that the alarm notification has been successfully transmitted to the 
customer's designated device(s) is housed in the event log and also in the Security or Premises 
Monitoring System. In a preferred embodiment, the IMN allows for a two-way communication 
interface with the base unit. In this way, the present invention allows for remote activation or 

resetting of the alarm and other devices in the home for security and home automation purposes. 

through the initiation of a phone call or global computer network transmission to the IMN. The 

IMN also allows the customer to preprogram alarm and home automation functions to initiate 

specific processes at specified times of the day. 
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The Information Management Network 2 can be programmed to forward certain 
alarm event transmissions directly to the central station monitoring facility 8 while other event 
transmissions are sent to the central station monitoring facility 8 only after the first, second, third 
or fourth transmission to the contacts listed in the Customer Profile 17. 

Referring to Figure 3 again, the account information in the Customer Profile 17 
within the Information Management Network 2 can be populated by the customer or other 
authorized individual via a secure web interface on the Web Server 20 or via a secure telephone 
interface using the Telephony Server 1 1. To access their Customer Profile 17, customers are 
required to provide their personal user name and a unique personal pass code. Through these 
interfaces, authorized individuals can customize their personal account information to add, delete 
or modify their pre-desiynated contacts and designate the order of alarm event information 
transmissions to their contacts, modify their home address, phone number, police contact 
number* and billing information. Any change made to data within the Customer Profile 17 is 
automatically sent via- PSTN or Internet interface to the central station monitoring facility 8 to 
update the customer's account information on a real time basis. This transfer of information 
applies only to those customers subscribing to central station monitoring services, which services 
serve as a complement to the alarm notification call flow process made by the Information 
Management Network 2. 
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In the claims: 

Please cancel Claims 19 through 26 and substitute therefor the following new- 



claims: 
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CLAIMS 

Claims 1-18 (previously cancelled). 

Claims 1 9-26 (cancelled). 

Claims 27-34 (previously cancelled) 

35. (New) An information management network system for routing information to one or more 
recipients, said network system comprising: 

a) means for receiving information from a monitoring system; 

b) one or more user profiles, each of the one or more user profiles comprising one or more 
specified notification contact data entries and a specified notification contact flow 
sequence; 

c) means for selecting a single user profile corresponding to the monitoring system and for 
retrieving the selected single user profile; 

d) means for extracting from the selected single user profile the one or more specified 
notification contact data entries and the specified notification contact flow sequence; 

e) means for identifying from each of the one or more notification contact data entries one 
or more communication receiving devices and for each such device a device-specific 
format, each of said communication receiving devices being configured both to receive 
messages in device-specific formats and to transmit a response message back to the 
information monitoring network; 

f) means for generating from the information received from the monitoring system and from 
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each of the one or more notification contact data entries one or more interactive event 
notifications, each in a device-specific format corresponding to each of the one or more 
configured communication receiving devices; 

g) means for transmitting said one or more interactive event notifications in device-specific 
formats to each of the one or more configured communication receiving devices either 
sequentially or simultaneously according to the specified notification contact flow 
sequence; 

h) means for receiving from each of the one or more communication receiving devices, 
either sequentially or simultaneously according to the specified notification contact flow 
sequence, additional information or instructions containing specified subsequent actions 
to be taken by the network; 

i) means for altering the specified notification contact How sequence according to the 
specified subsequent actions contained in the additional information or instructions 
received from each of the one or more configured communication receiving devices; and 

j) means for carrying out subsequent actions to be taken by the network according to the 
altered specified notification contact flow sequence. 

36. (New) The information management network system of Claim 35 wherein the monitoring 
system is a premises monitoring system; 

37, (N ew ) The information management network system of Claim 35 wherein the information 
received from a monitoring system comprises an alarm or event notification. 



09/714,841 

PRELIMINARY AMENDMENT 
PAGE 25 

38. (New) The information management network system of Claim 36 wherein the premises 
monitoring system is located remotely from the network system at a remote premises. ' 

39. (New) The information management network system of Claim 35 wherein the user is a 
customer of an entity maintaining the information management network system. 

40. (New) The information management network system of Claim 35 additionally comprising a 
premises monitoring system. 

41. (New) The information management network system of Claim 35 additionally comprising 

a) one or more event logs corresponding to the one or more user profiles; and 

b) means for storing in the event log information comprising the information received from 
the monitoring system and information regarding the one or more interactive event 
notifications sent by the network. 

42. (New) The information management network system of Claim 41 additionally comprising 
means for the user to access and retrieve information stored in the event log* 

43. (New) The information management network system of Claim^additionally comprising: 

a) means for enabling a user to remotely access the user's user profile and the corresponding 
event log; and 

b) means for enabling the user, after having accessed the user's profile, to change the 
specified notification contact data entries and the specified notification contact flow 
sequence, thereby changing the order and manner in which event notifications are 
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transmitted to the one or more configured communication receiving devices. 

44. (New) The information management network system of Claim 43 wherein the means for 
enabling a user to remotely access the users user profile and the corresponding event log is 
either a telephone interface or an internet interface. 

45. (New) The information management network system of Claim 35 in which the one or more 
configured communication receiving devices to which interactive event notifications are 
directed are selected from the group: cell phone, e-mail, pager, land line phone, text 
messaging device, short messaging system, facsimile machine, and all combinations thereof. 

46. (New) The information management network system of Claim 35 in which at toast one of the 
one or more configured communication receiving devices is located at a staffed central 
station, and in which the device-specific format is a security industry data format, whereby 
the stalled central station is enabled to notify emergency authorities of the information 
received from the monitoring system. 

47. (New) The information management network system of Claim 46 in which the staffed 
central station is enabled to send notification of an event to the user's home and to route a 
notification to the user at another location either concurrently with the notification to the 
home or sequentially. 

48. (New) The information management network system of Claim 35 additionally comprising a 
means for voice telephone conferencing. 

49. (New) The information management network system of Claim 35 additionally comprising 
means for sending out messages to users reminding them to update their user profiles. 
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50. (New) The information management network system of Claim 49 wherein the means for 
sending out messages to users comprises via email providing a link whereby to the web site 
for users can update their user profiles. 

5 1 . (New) The information management network system of Claim 49 wherein the means for 
sending out messages to users comprises a telephone interface, whereby the user is enabled to 
use the telephone key pad to update the user's user profile. 

52. (New) An information management network alarm and event routing system comprising: 

a) a first communications interface configured so that a circuit from a security or premises 
monitoring system is able to connect on demand to the information management network 
and transmit thereto at least one signal comprising a notification string from the security 
or premises monitoring system; 

b) at least one database server having at least a first memory segment and a second memory 
segment, the first memory segment comprising an event log database and the second 
memory segment comprising a customer profile database; 

c) an alarm monitoring engine configured to receive a notification string from the first 
communications interface, to translate the notification string into a translated notification 
string capable of being sent in text or voice format, to extract from either the notification 
string or the translated notification string a customer identification number, to enter said 
notification string or said translated notification string in the event log database, and to 
retrieve from the customer profile database using the extracted customer identification 
number at least account type, alarm type, notification contact data, and call flow 
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sequence; 

■ d) a second communications interface capable of receiving alarm transmission instructions, 
accessing at least one alarm receiving device, and further capable of simultaneously 
accessing all plural combinations of all of the at least one alarm receiving device and 
connecting to said device or plural combinations of devices; 

e) an interactive messaging server comprising at least an event notification engine 
configured to receive the translated notification string from the alarm monitoring engine, 
to receive the at least account type, alarm type, notification contact data, and call flow 
sequence from the alarm monitoring engine, to sequentially select an alarm receiving 
device or simultaneously select a plurality of alarm receiving devices according to the 
notification contact data and call How sequence received from the alarm monitoring 
engine, to select a correct transmission format for each alarm receiving device, and to 
transmit the translated notification string to the second communications interface in the 
correct transmission formal either sequentially or simultaneously according to the call 
flow sequence; 

f) at least one communications circuit connected to the second communications interface, 
• said communications circuit capable of accessing and sending notification messages in 

the correct format to at least one alarm receiving device according to the call flow 
sequence and notification contact data; 

g) a telephony interface and a telephony server capable of receiving telephone inquiries and 
instructions from a customer and configured so that the customer can alter the customer s 
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customer profile in the customer profile database and can retrieve information from the 
event log; 

h) a web interface and a web server, whereby the customer can alter at least one of the 
notification contact data and call flow sequence and can retrieve information from the 
event log; and 

i) a telephone conference switching mechanism; 

whereby alarm and event notifications arc routed to predesignated contacts stored in the customer 
profile database. 

53. (New) The information management network alarm routing system of Claim 52 in which 4hc 
first communications interface is selected from the group: telephony server; cable modem; 
internet protocol server; telephony server plus cable modem; telephony server plus internet 
protocol server; cable modem plus internet protocol server; telephony server plus cable 
modem server plus internet protocol server. 

54. (New) The information management network alarm routing system of Claim 52 in which the 
at least one alarm receiving device is selected from the group cell phone, e-mail, pager, land 
line phone, text messaging device, short messaging system, facsimile machine. 

55. (New) A method of routing information to one or more recipients comprising the steps of: 

a) receiving information from a monitoring system; 

b) storing one or more user profiles, each of the one or more user profiles comprising one or 
more specified notification contact data entries and a specified notification contact flow 
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sequence; 

c) selecting a single user profile corresponding to the monitoring system 

d) retrieving the selected single user profile; 

e) extracting from the selected single user profile the one or more specified notification 
contact data entries and the specified notification contact flow sequence; 

0 identifying from each of the one or more notification contact data entries one or more 
communication receiving devices and for each such device a device-specific format, each 
of said communication receiving devices being configured both to receive messages in 
device-specific formats and to transmit a response message back to the information 
monitoring network; 

g) generating from the information received from the monitoring system and from each of 
the one or more notification contact data entries one or more interactive event 
notifications, each in a device-specific format corresponding to each of the one or more 
configured communication receiving devices; 

h) transmitting said one or more interactive event notifications in device-specific formats to 
each of the one or more configured communication receiving devices either sequentially 
or simultaneously according to the specified notification contact flow sequence; 

i) receiving from each of the one or more communication receiving devices, either 
sequentially or simultaneously according to the specified notification contact flow 
sequence, additional information or instructions containing specified subsequent actions 
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to be taken by the network; 

j) altering the specified notification contact flow sequence according to the specified 
subsequent actions contained in the additional information or instructions received from 
each of the one or more configured communication receiving devices; and 

carrying out subsequent actions to be taken by the network according to the altered specified 
notification contact flow sequence. 
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In the Abstract: 



Please delete the existing Abstract and substitute the following: 
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ABSTRACT 

A remote Information Management Network routing system located either at an independent 
hosting facility or at a central station monitoring facility that receives event and alert information 
from a security or premise monitoring system and sequentially transmits interactive notifications 
about the event and alert information to wired and wireless devices specified in a user profile 
within the Information Management Network. 
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In the Drawings: 

Please delete the existing drawings and substitute therefor the attached substitutes. 
Red lined copies of the existing drawings are provided as Appendix C. 



e 

0) 

V> 

>s 

(0 
O) 

c 
*c 
o 
X£ 
c 
o 

V) 
03 

E 

£ 

CL 
X) 

c 

CD 

>> 
o 

0) 

CO 




CM 



1 



o 



c 

<D 

E 

<D 
O) 
CO 

c: 
cu 

cz 
o 



o 



-> 




V. 

O) 
U. 



FIGURE 3 



SECURITY AND PREMISES 
MONITORING SYSTEM 



PSTN or 

WIRELESS 
i 

i 

T 



-1 



DATA 

I 

T 



DATA 



TELEPHONY 
INTERFACE 



TELEPHONY 
SERVER 



i: 



-11 



CABLE MODEM 



-12 



IP SERVER 



-14 



CUSTOMER . 

SERVICE 
INTERFACE 



I CUSTOMER) _ 22 
H SERVICE 



WES INTERFACE 



RECEIVER 



1 



ALARM MONITORING 
ENGINE 



-15 



CUSTOME 
R PROFILE 



- 1 7 DATABASE SERVER 



EVENT 
LOG 



ENT I 
» J" 



19 -16 



WEB SERVER 



-20 



- — 



TELE CONF 
SWITCHING 
MECHANISM 



-21 



INTERACTIVE 
MESSAGING SERVER 



-18 



1 1 1 1 

NETWORK 

mi 

I 



CELL 
PHONE 



E-MAIL 



PAGER 



| LAND" 
LINE 
PHONE 



TEXT 




SMS 




FAX 


MESSAGE 







CENTRAL 
STATION 
MONITORING 
FACILITY 



-8 



NE= NOTIFICATION ENGINE 



ALARM SIGNAL 



Figure 4, 



15- 



ALARM Monitor 
Application 



ALARM MONITOR 
ENGINE 



Event LOG 



-19 



DATABASE QUERY 
FOR CUSTOMER 
INFO 



— — 

MONITORED 



ACCOUNT TYPE, 
CONTACTS. MEDIA, 
ORDER Information 



DATABASE 
Server 



-16 



MONITORED 



CRITICAL 



FIRE 



PANIC 



5 



NON- 
CRITICAL 



NON- 
CRITICAL 



CRITICAL 



PANIC 



Blast All Contacts Using 
Notification Engine 



FULL 
INTERACTION 
WORKFLOW 



Notify Non-Critical 

Contact Using 
Notification Engine 



-23 



ro 



Notify Current Contact 
Using Notification 
Engine 




FULL 
INTERACTION 
WORKFLOW 



Notify Current Contact 
Using Notification Engine 



-23 



No Action 
taken 




CANCEL 



Goto next 
Contact in 
WorkFtow 



Goto 2 



Send Alarm To 
»J Central Monitoring 
Station 



Blast AB Remain 
Contacts Using 
Notification Engine 



-23 



NOTIFICATION 
ENGINE 



ro 
go 



TELEPHONE SERVER 



E-MAIL SERVER 



SMS SERVER 



FAX SERVER 



PAGER SERVER 



Contact INFO/Contact 
Event Log 



-19 



DATABASE - 1 



-16 

k — ■ — 



FIRE 



WEBSERVER 



ro 
o 



> CS TELEPHONY 



ro 
ro 



09/714.841 

PRELIMINARY AMENDMENT 
PAGE 35 

REMARKS 

Expeditious examination is respectfully solicited. Applicants have rewritten the 
specification in order to make the description of the invention more full, clear, concise, and exact 
in accordance with 35 U.S.C. § 1 12 paragraph 1. To the best of undersigned counsel's ability to 
discern, the specification contains no new matter. 

In addition. Applicants have cancelled all preexisting claims to the elected 
invention and substituted new claims. It is believed that these new claims more particularly 
point out and more distinctly claim the subject matter of the elected invention in accordance with 
35 U.S.C. § 112 paragraph 2. 

Finally, Applicants are accompanying this Preliminary Amendment with a 
Request to Delete Inventor for Sidney Skjei. The reason therefor is that Mr. Skjei had no 
inventive roll with respect to the claims for the elected invention. 

Applicants have made a diligent effort to place the claims in condition for 
allowance. Should there remain unresolved issues that require adverse action, it is respectfully 
requested that the Kxammcr telephone Frederick C. Williams, Applicants' Attorney at (202) 
842-0445 so thai such issues may be resolved as expeditiously as possible. 
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For these reasons, and in view of the above amendments, this application is now 
considered to be in condition for allowance and such action is earnestly solicited. 



Respectfully submitted. 



January 5. 2004 




Date Frederick C. Williams 

Attorney/Agent for Applicant(s) 
Reg. No. 36969 

Frederick C. Williams 
Burns & Lcvinson LLP 
1030 Fifteenth Street. N.W. 
Suite 300 

Washington. DC 20005-1501 



Tel. (202) X42-0445 
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APPENDIX A: LINE-IN LINE-OUT SPECIFICATION 



INFORMATION MANAGEMENT NETWORK FOR AUTOMATED DELIVERY OF 
ALARM NOTIFICATIONS AND OTHER INFORMATION 
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Iranrpnri::?'!. va!.: ;vr,viu(i CLMu:n;iniv^ ' :' ?'. r :.nul) /jn:r.umii:niio:i: /."W g i'iihL ' 
J i i i ling liiji: .--^ly^cun^ :.i ;-nHic . v.i:c ! >,J :j!jp!: . - . ; .- j ! Kiu .. rl. M*v"! N) :• . :i: j - \ - cr - ii >s : 
s '.i i vk ' j'. ' ,i iV - mn i jrci;:l :io!vn ■ ■ !*! ■ ;; mij a i u plural i'A i T peripheral vinvKv.' lid ice.;. U!ch a. i 
I'lOairiiy .!l!::v;", »:iviiv:iiH.T.:ul . ■ cn::.H'.:. ".'leJicat !■ :> ■! ::U i : - ' i^ .v:i. .'!';• anJ !mi::k ::u'.om»f i- . «* i 
a'iilrcl m, Ju'.v: ;:!! iai.rlac jJ v.::!: ;\v. ::iLr;:c:r. : :::!/:-:r.ai:.-:: :r.;in:i^;:r.L'.": iij'.'-n :!: : — r-M^ — i 
routing system for alert, modicat - and other information to oneor more remote points of contact. 
Capabiliti e s of the syst e m includ e externally directed control of alarm oyotom operation and 
homo automation d e vices via the information management network or r e mote telephone. 



This invention relates ucncrallv lo security and monitoring systems lor both 

residential as well as business an J industrial tise. It relates more particularly to security and 
monitoring s\ stems that operate over wired or wireless networks. Hven more particularly, it 
relates to security and information svstems that use condition sensors connected bv a network 
that facilitates remote rnoniiorinti. notification, and interaction. 

BACKGROUND OF THE INVENTION 

:. o M: i j ' N \!> ; i :u! :!k !-.::rJw irod nature oTaon - ior.) oiul.'or the alarm eoH i- r - o l 

■ • ■■ :;::>! cj:::.'al :. ■ i l u opcra'dun . !\t:nvp.: .'; . le i Vu i . common home ? :ecur i pi monitoring i\\ ::tem:i 
.v,;-.:ir.- »v.:l; pr. ' l'e. :-. i t :wl in ' Udlaiion. — i--- e ! H i -i \!vv i red - ulvHracteriiiliei ! oftho control pan el 
p:v. »:n ;r>. :aJ ! >iti ' . n and. i i 1 reloeuiio:: i fllic : -)j'Mn ' . s hould {ho owner clumiie residence.'. 
V . i ii ; :.: : l ' H : x jr. are :\m :i Lbl - : ihroui,! 1 . a l imited number of ;ipccuilij f ed manned mon i tor i ng 
ci; : ■ .:•. = . !\;e eauipmi in and jXM-.^ - nnel co ;i t;i in ther - o centers, monitoring i'oe. - i nre 

jjeai - rail) prieed * - ul ■■ I' i Ik * economic reach of mo: i l eon. ' . umorii. ('on? i ei|uonlU. only 15"" ol'tho 
i:. ' i! - \!'; - , - !vl. - in the 1 'niied Viate.: lun.e moailored . ■s ecurity ' iV f ilom. ' i. l ivim fewer household ' ; have 
injan. - Hv remote l y monitor, e.u. from work, the medical condition ol'un ailing relative. 

lixisiin» premises securit\ monitoring svstems are usually connected to central 

monitoring stations via the public sw itched telephone network (PSTN) or a bv a commercial 
w ireless network. In the event of a svstem alert, current, monitoring center procedures provide 
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the customer with an alarm verification call. notification to the local police or lire authorities, 
and notification to a number of designated contact numbers. AUhouuh onlv 20% of the 
households in thiscoumrv ha\e monitored sccuriu sv stems, faisc-alarm police dispatches 
account for 9S"'u of police dispatches nationw ide. Such false alarm exents t\ picallv cost 
municipalities nationwide over SI. 3 billion per \ ear. Asa result of the hiuh incidence of false 
alarms plauuinu the industn. it is not uncommon for the police to take as lonu as an hour to 
reach the premises where an alarm lias been activated. 
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l-'urthcr. when an alarm svsicm is violaiod, the siren only sounds for a period ofup 

lo ll\c miiuues. Should the homeowner reuirn to the premises before the police arrive and alter 
the alarm ceases, the safety of that individual is seriously compromised. 

P :- j aiarai ..\:::o:nj ^orally co;npri:.iO a control panel and cavoral wired or 

•.v;; j!j;:., tj . _r..:., ccr.uv? pr.nol the control circuitry and i nterface Circuit. 

iv.jh : ■ . :c!.y!:. ::j j::c! - :. - "..iK! cci!::!iir or :-;;Jiu jjo: 1 . ore. 

In the residential security s\stcm industry today, upon the receipt of an alarm 

transinis>>ion fr om a security or premises monitoring svsicm. the dispatcher of the central station 
monitoring fa cility calls th e premises to verify whether the cmcriicnev event is valid. If there is 
»»* ^U!*>^;QIU .!" it is other wise deeme d necessary, the dispatcher noli lies the appropriate authority 
h »Li7JlVifeVJi5-ll i lis patel i. At th e time of emergency notification, the dispatcher at the central 
st.« 'J. i.l*JJ I! U D). ! 1 v >r .i ! ^ .UtsJIlli J s JiuiL 1 ^.! t o the information transmitted from the base unit in the 
premises. I he dispatcher d ocs n ot have access to real-lime information about the situation that 
cou ld mllneiK'c his dec ision as lo whclher to notify the cmcrucncv aulhorilv. 

Prior an eorJle.v. -i telephone - . - - . tionoruIN comprise u base unit und a curd l es handful, fhc 

ha/o :v.rA \r. connected lo "the public switched telephone network via te l ephone jack; * . The ha::e 
:v.\\: ;:;:d !-.and. - :cl communicate \ m \ radio fre^ucnc} . :ypically at ( )(K) MM/. (inciud lurnO or 2. 1 Cih/. 
i^lua! ! j: PnV.r v.n corded ic.'cphar.cj jjiurnlh comprise a base unit and a coaled luauir.Jl. 
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l-'urthcrmorc. the calls made to t ho customer contacts alter the authorities arc 

dispatched arc most i\ nicallv not 'jjven priorii 1 . hv the central station monitoring facilities and 
arc onlv made to the customer contacts w hen emerucnex cails and dispatches lor other customers 
are not bciim made. Therefore, it is not uncommon lor the contacts listed in the customer llle to 
be notified about the alarm so lonu after the incident that notification is useless. 
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' W hen the central station monilorinu I'acililx calls the premises to xvril'x the alarm 

exeni. il'th e ev ent noiillcation is not cancelled, lite d is patcher immcdiaiclx notifies t ho 
emergency au th orities lor dispatch to the premises in Question. IT the homeovxner not at home 
at the lime of the alarm exent. ihe homeowner's knowledge ol'thc premises, hardware and 
authorized users is not av ailable to influence or control the action taken hx (he centra! nation 
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monitoring llicilii\ .at the lime i*J % ;ilarm simial transmission. And, ii is onlv after the emergency 
authorities have hecn dispatched ihm the dispatcher of the central station monitoring facility 
attempts to notify the other contacts listed in the customer's file. 

h c: !*:r;i:e;- ii-prrvomom if thic Inlbrmction Management Network, hcv. in < i 

tu;:,:ir^ii:i:!!;. :vce:'.c.i ;:!jr: c::!! iivir. :!:c prumhr.jj ivhcro :he phono in iocniod. would 
;;i : l^i::ii;ie;:!!; ;:j ,!;:;,; ;v,/;. H;u! :l:c per: ic.it !ar ouner .r. profile, and thon abo autonui::LTil{>- 
send alert messages to phonos, faxes, email devices, pagers, hand hold oomputers and/or q 
manned monitoring center as previously specified by the owner. -We ore aware of no tel e phone 
bas e d s e curity syst e m that is combined with an Information Management Network that allows 
for the collection and routing of security, medica l- and other information to devioos of an 
ownorl is choosing. The unique interfac e b e tween the telephone and alarm oirouitry also a l lows 
the How of command signals hack to th e a l arm circuitry for remote control of alarm system 
op e ration and home automation contro l und-w i roless reporting devioes. - It would be a further 
desirable improvem e nt if this system could be connected to n separate Calling Unit using radio 
frequenc i es, so that any attempt to remove power or functiona l ity from the system would result 
in an automatic ulort call 

Current systems also allow customers limited or no opportunities to alter contact 

numbers in their profiles or to be contacted via the growing variety of communication devices 
available to the public fe.g.. fax, e-mail, pager. Personal Digital Assistant (PDA), text messaging 
device). It is therefore generally uncommon for the contact numbers stored in the customer's 
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contact li>i h' :v i:r>-u>-J;uc Juo in the L-umlvrscnVv p:»hvs> required i«> tiixkiio a comkici li.M 



!'!:: .:!':;!jpluM:> .::..! ::!-::: j::::.\:r . :v,i v . -.;. .vr.:r. :i 

oITcit ihc ;:. :; .;: ■ :;;!!. ;\"-:r.Mj, ".-irAr . !? p:r.:. :.-:;;r.cj ,'/r.:nii:n: jation JoAj c::;: - :ib!o . f 

bull,-:'. A"::: r . :A. ! -;y.;J co:i:i:c: ::::::::v:v :.::.! !. a:! ;::::!:. "i:^.- ::: :iu . 

r!';;n en:,;:,;:;, !':.» Avi ' -v;;!. » - : ■■ -. i .■ c ;:: i . ^ i : v.::!: l!u j. 

\;u :ho lA !v.. „■ tir.ii -.Ailc ;ii:v i s- !'. ■ :: : > -:u \ ii:i: < vH\ iKiwovl. :! ■ : ■ ! 

uLr: l-u!! \ . :: ;:::,v.!. !'!:■!:)!; r:::;:::.T. i::::;::^ — . :'. n!!.-.. :: 
um'.iTJiMi';. .-. :. lv ;'. M-'A.-iiAd ilo L^:^ - ,! ; ■■ i'U. : -tu^t . — ' ■*■■■ -!• — ciu ' .vinij 

(e.g., friends, ne i ghbors or relatives). We are aware of no curr e ntly availab l e - p e rsonal assistanc e 
device which enabl e s a person to direct d i al an emergency response number (e.g. 911 in North 
America) for help and also to automatical l y - notiFy a fri e nd or r e lative of the call. 

These factors seriously compromise the safety of the owner of the premises, who, 

ifnot on premises at the time of the alarm event, mav not receive information about the alarm 
notification prior to entering the premises while an intruder is still present. The above factors 
also contribute to the hiuh incidence of false alarm dispatches in this country. If the owner of the 
premises is not on the premises at the time of the alarm event, the owner is not able to direct the 
central station monitoring facility whether to cancel or continue with authority dispatch. 

It would b e a desirable improvement if children, baby sitt e rs, those who are medical ly 
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Li::;!lj::^J. :!;: .!Jl:-!v ;:;;J t ;!ur.: !\:v: :!:c -pnbilily of diroci dia!:::u :j a dooi^inioJ 

frr,::: :i .:::?::!! v.;:!: ;v.. -.uv . :omi:ui:iication. Moreover. It would boa 

Jj.:;\:b!j hr.pr.-x if :hj :vi::i:^ ..T cuiL could be easily modified on lolaphono 

h;:. v u::i: , :' :h:-nui.h !:;?ornuKiiT. ":»;:i^orncni Network, ft would ul, - o be JjriiT.blc for the 
ii.:cr i: do.;i.::::uu i\u:;in.- of hi,: CTcriijncy or security calk* , jiihor ooqisoniially or 

, !: v. lUi'J ho :\ Jcirabij ::";::v/iimjr.t if there were a telephone bnco unit 
uv::::e,-:j,! :.- »:r, !;:l' r::::.:i. :: .\-!i:m:j::::Li ; i Nci-ork that is capable of receiving rrar.r.mii:.::op.jj of 
r.::! :i:rc ii:.J:j:i! :::lV".r::ui:!on :ii:u i.: ihun ;nitO:ii;u : ucilI h ;iupplo i m?ntod with palijnt information 
■ : ■ :.! :-. : ■ :::::•,-::!!; !.» .:u or r.i. iv ;\ .-I* contac t , liuch cs ho.:pil:':lr- doctors offices 

and/or r e latives, simultaneously or sequentially. 

The current call How process from a security or premises monitoring system 

direct to a Central Monitoring Station, which calls the premises for verification and then notifies 
the authority for emergency dispatch, is an inefficient premises monitoring solution. This call 
(low configuration also has adverse cost and safety implications for the system owner central 
station monitoring facilities, authorities, and cities alike. 

A signal transmitted by the personal communicator d e vice (PCD) may includ e an 

emergency cod e . For example, in tho-ovont of an emerg e ncy, suoh as a heart attack, a custom e r 
may pr e ss a Dpanic buttonD found on the PCD. Pr e ssing the panic button may cause th e bas e 
unit to transmit an emergency call to the network whore information (text or voice) is rout e d to 
the pro designat e d contact points e ith e r by public switched telephon e network (PSTN), wireless 
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commu::: :: r.c.v. . r!.. .■: ^ iv.! ; - •:!;. !!' ;v.:.^r :;::vl::|-:.: : ■ 

munnod :;u:::i:;cii:j ::c;i::c:::i . r .:!! K c :^!: u: .:p;c:!i ,::::::!; :.• 

cmiomcr via ±c POX '.i !::;!: jo;:ir.li:: :: ::?::J..r ';:::»! ivicr. piv in ,.r:?:r 'X ii::r:::ii:: r 
ocobianec rc.{:ii:v);:^;:::;. ■ ■ : .;or.io cr.:!r;\?ii:-.;r.:.i. l::-. . j ;~:inic hulo s v aro 
idonliljiriLj muciical. ,v!ijj. !tj or other :;.{:. ji: . iui:;::-j i - flho ■ jniL-igJr.:;. i. 

auiomxb::!:; ^:n:::;:::i-:cJ m Jc. ^i-ij.! ::,!.:. :!:.r jrr.b: Snv. ±c VCi? 
m ii!iL:ui,v: ;., ±: !:::V:r.:::::. >'::v .t!. :'. :'v.:::v!i:: r ■■:':u!:'-i::.-::i:! 

wifoirnuni^:: .:>:c\: ::r J;c:il .?:;::;. :hi ciiM^in^r i>::ui !i^iit;/:v;n the immo. ftiK;cco.;:; avij 
allowing entrance into th e residence as a - supplement to the transmitted messag e . 

It is therefore an object of the invention to provide an improved system for 

monitoring premises security and other conditions. It is a primary object or this invention to 
provide a system that transmits interactive notifications about promises event and alert 
information in the order and manner determined by the customer within the customer profile to 
any wired or wireless communication device. It is yet a further object of this invention to receive 
transmissions of alarm notifications regarding changes in the status of any one of a number of 
sensors or parameters in a security or premises monitoring system at a remote Information 
Management Network via the Public Switched Telephone Network, Wireless Commercial 
Network, cable network or other commercial network. 

Managed h e althcare protocols have r e sulted in increasingly earlier release from 

hospitalization, or in many cases, no hospitalization at all. In home health monitoring 
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cqi:i;:mo:::. .:;::!: ;.. j;::\i::::. b!.i J yj:y-;i: level, fcia! and blood prosruro monitors. !uno ':o:om e 
c.:: i::: j^rc? /T^Cwp^bie ;"cJ::;:! can. The development of affordable? homo m:n.ilorin - 2 

eupnMe e:^":r/»:rJe:itinLi real lime mod i ca! etatuc information lo a physician, hoeplial 
■ ;• i :!ur conccr-ed p::r. :.- i-f "Igtiilrjan'. - bci'.olVi :e :?:o public. Wo aro awaro of no commercial!? 
u\ ui!::b!e v.ire!in e rr v. :rolo.:.7 d jvico thai monitor:: medical censor Jtalus and- when njcos - fcr; . 
:\;::^:v.:V.ic;:!.';. :x:;!-c. :::: Inlbrmuii.Mi Mun^cr/.c::! >ic:v > or!c, which then forwards specific : or.l 
::>:;j :"cdic::! :::! ■ :: w dc/:::naijd medic:;? points, as woll notifying friend: o: 

!i:i::i!v ::I-r.L. - rr.j;:! - ' iuliti.m. i-'unhc:'. v.c ;;:v of no commercially available :\o\kc thai 
ace. i::pl:. !;..- :!.c f'.liir inferr.'.mii::; !':v:" ir.jjiad dev i ces -l inked 10 thoiv y t i lcir. I'y a 

jf ■■. ,n. .. K » > J , M; L , :l ■ ;;; — ; n! jif; u -j m ;> huh!) porud-'L ibrm. It wou l d ulso fro dojirablc for i!:o 
i i .f n M..::;,.; t :iA;!: N « 'c! ' r iorK ti » he proer:ir.:i:-.od V make periodic automated calh: Into the 

• h.nr.i :, delLnniu .1 v,:p;;ni ac:ivip. mu'vr :ke . :titu. ; . of the medica l equipment in tho home. 

h i> another obj ect ofthc present invention that the customer he :ihlc to remoteh 

and s ecurely acce ss the In formation Management Network via the Interne! or telephone to 
modify and review the information in his Customer Profile and I -vent 1 .011 within the Information 
ManaL'etnent Network, usinu a secure web or telephone interface, to easily and securely maintain 
and update contact lists and notification preference points, schedule times for certain inlbnnaiion 
notilications. update call How sequences, access personal account information, review detailed 
alarm history, review results of notifications made to each of the delineated devices, review 
hillinu information, schedule non-alarm event notifications and update and review other alarm 
signal and hardware related information. It is another object of the invention that the Information 
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Management Network initiate periodic interactive notifications to customers to encourage them 
to update their Customer Profile hv entering the correct digital or \ oiec recognized pass code. 

1 ::au::r.a:::r. :cj.: ::rc !".'j.mv.:::u :::: ::x:cc:.'::::^?j ,::;:::!:::' K- i:::p:v.\ 

quality of!:! J. "IV i;i:r lu:;-u!:J- j, :::::.;i::::ii,.n "j.v.cv.y. Jo :v: j!V,t » ::.:,t :l:e ::!::!::; :j 
control c:v. ::v.:i:::c::td . : ::pr.!;;:ncj !:v::: ^ :!u prj:::l. - ^ p::Mic ■ v. 

(j!c;:!:::i- .■.-!. ; »>TV:. -v::-:!.-.:.,: . r r !/ u ::! ,.-.::-,;:;::cr ::.-.v ...:!: .v.::::::::/:::. :.: :>■!:;:!:.■::: 

It is vet a further object of the invention that the customer he able lo determine ihc 

order in wh ich con tacts \\ ill r ece i ve the event transmission and have the opportunity to ca ncel 
said event tran s mission prior to said transmi ssion bein g sent to the cen tral station monito ring 
facility or private guard sen ice lor authority dis pat ch. It is anothe r object ol'the preset)! 
invention th a t an authorized reci pient of an ev ent nntilicalion can canc el the transmission,?,*! the 
notificati on lo the subscuuen t con tact s in the n otification sypuence o.?.a Mcntfaj sial'/^lj^.Vil!^!''. 1 -^ 
the correct digita l or voice rec o gnized pass code. It is vet aiiotl i er object o I this inxcnjioi nh a i. ; i 
central station m o nitoring fa cil ity use the Info rmation Manag ement Netwo r k to contact cust omer 
devices listed in the Customer Profile concurrently or following the dispatcher's verification call 
lo the home, to allow an authorized individual, remote from the premises, lo cancel the alarm 
notification prior to dispatch ol'the authorities. It is still another object of the invention that the 
recipient ofa notification call be able to be transferred or conferenced with the emergency 
authority through a digital or voice request. It is another object of the invention that the receipt of 
information b\ the recipient can be confirmed and a record kept in the event log datahase ol'the 



-11- 



information Management Network for retrieval and review at a later date hv an authorized 
indix idual. It is another object ol'Uic invention that the Information Management Network 
complement or replace the functions of a central station monitoring facility. 

It vi,iti!;! he a Jj.::r:t!'!: iir.;:ivvomont if there wore a combination a l arm ''telephone Base 

Unit. connecicJ to ur, ?:i:/::::;::ion Mumuicmont Network via PSJTN or the wirelecu infrastructure, 
th^l *.'. on! el ; ::r :.- : ■■■ .-'! !: ■ . ai::>mKii.:n devices anc! a home ;ocurily .jvj:ci". eajiiv . 

w\\ A me.Kpcn.-i-. Jr . wJ.ivj. :?:e uiepl'.crio or djbui computer network from u remote location. 

SUMMARY OF THE INVENTION 

H? ' j : ■ !' ■ .?; ■! . :: :i:pr:. . . . : i ;A T ph ' . no b:i. e unit (Um\o iluu combine;'' the circnitr; 

■ i::d c. ' inp ' '.nc:i:. i c. ."tie,! i r corjle^i telephone and the component;: of nn n l urn i ^rlem 
contro l pane!. C:ijv »!. ! L . ■ ■ :\t\:\v: n ;nid h i- iiK" automation 1 "uncliontilit v. In iino t iK - r conlliitunition. l!ie 
i iiv^:i!ii n ■ : t n :;uL pendent cordles s personal comnH i meiil i on - dovico. 'I'ho telephone 

l : nit inchuijt .!;::.:. ; t rd or telecommunication. 1 ' , interlnco. i for ei : ti i bli:ihinL| vo i ce, data. 
raJi. * and oilier ! Joj. ni]:ii!iiie::ii. ' H. i link." with. among other devices romole alarm ' len '- o i ;-.. n 
C, i l!::?Li ! 'nil, Telephone l.'ok i lion Switcher. !iomo automation contro l module? . , a w ii vl e ?y . 
j-jr: oniil cnni!:umicn:or do 1 , f T( T)). n cordlo^i hnncfcoL n public sw i tched telephone network, 
mid in ?:on:e in.ii;:neo;\ connectivity uith the wireleuri/oollu l nr infrastructure. Integrated Service:* 
!?!L:ud N et work ;!S'!)N;. Subscriber Line lUSU.) or - coQjcinl or fiber optic cab l e for 

:::icr!;.ce h » the ::io!";:l eomputcr nciv.vd;. In other ombodimonta, the Bane Unit combines the 
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sysiom allav.v ±: .::.er ;o dial into :ho ::!: ■ "*:: :::::: »;:::! xrr. :; ji: or ; IV. jhangc i:.: j.-::!"^::r::ii. - : - .- 
and got £j - :io:" j\:\\vs> rcportj. In o\ l r.z: :!'■- tJLpkonj !:a::j y.r.ii ivi!! 

.■ with '.viroicj.:. iiuic^Jiidoni median! iiovi;:J.: !>r:n !:on:j ::i:diad :ucm::cr::ic. Tor ;::u:::;:?c. . 
could cliuc!i . :: :u: o!Jor!v rjlr.iivo. 

1'hc svsicm ol'thc currcm iincntion provides to users and central station 

monitoring facilities an efficient and affordable event notification solution in which the call How 
configuration of the invention is designed to enhance the safety and convenience of the customer 
a nd redu ce liie inci dence of police, lire, or other emergency dispatches venerate d hv laKc alarms 
The invention comprises a secure interactive and remotely accessible Informatio i i_\h u la^iincn [ 
Network ( l:\ IN > hn>cd routine system for al ert, medical, and other emergency eveni hU^UajioJh 
Hie system dcfi\crs sequential interactive event notifications based on signals rec ei ved iroin 
sensors at th e monitored premises and send s t hem in ie\ t. v oice. I) I'M I- or digital. ie\t 
mcssnuhiii. or other Ibrmats to a plurality of remote wired and wireless devices, in eludin^cell 
phone, paiier. email. SMS, landline phone, text messauinu, device, personal digital assistant, and 
lax as appropriate. The IMN further delivers such notifications to a pie-designated central 
station monitorint: I'aciHtv in security industry format. 

U sji naj (ho p::b!ic ,:w itched teljphcne ::eivt or!; f l 'S I'NL ihc wrcLv - a ::::Va.::nu'U!rj. 

Integrated Sjr.icj. - Pi^i'.ui >:etworl; [1S1?N J. l):^::a ! y::'e: ■j:*:bor Line :::b!j n:.\L:n 

other intoribcj !.' :hc i i oba! cempulcr "uiv. .. r!;. the b;;.ic . r indepjr.dcn: lu!!:::,; ani: i.C'V: 
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.... J .4 

cr:r,i:H:r.:LUic.: > '.i:!i an ii:!bm:niion mnn::^jmc!V. r:ir:eval and transmission network, horoinailor 
ral j:tl\! :r aj ;!:e — Information Management Network. :(1MN). using a serin: ofDual Tono 
Multiple Frequency [DTMF] tones that interface with th e IMN to initiate a series of information 
delivery transactions. The IMN simplifies routing of alarm notifications by providing a single 
universal access point, giving users quick access to pr e determined connootions. Th e IMN is - tho 
combination of a DTMF modem, an application interface (API), a series of serv e rs containing 
customer information databases, a unified messaging platform, an e vent log, a w e b interfac e ^ - and 
a Private Branch Exchange/Interactive Voice Response (PBX/IVR) interface (See FIG. 8). This 
configuration translates the DTMF ton e s received from the base unit into a message capabl e of 
b e ing sent in voice or te?ct format to any number of custom e r d e signat e d devices including 
tel e phone; fax, email addresses, pager, or Personal Digital Assistant (PDA) such as a PALM 
PILOT! J. The IMN can be securely acc e ssed via the global computer network or standard 
t e l e phone transmission lin e s to program a u s er i ^s custom e r profile, to include notification 
pref e r e nce points, - times for notification and - oth e r r e lated information. Receipt of information by 
user can be confirmed and a record kept in the event log database of the IMN and in the Base 
Unit. 

The hardware of the IMN is a combination of a plurality of modems, an alarm 

monitorin g engine, at least one server containing customer information databases, a unified 
messagin g platform, event logs, web and telephony interfaces, an interactive messaging server, a 
Private Branch Exchange/Interactive Voice Response (PBX/TVR) interface, and a telephone 
conferencing switching mechanism. This configuration translates the data received from a 
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premises hardware unit in;** a notification capable oi lyin*j sent in voice or text format io »!iw 
mimlxT of customer designated devices including telephone i'ax. email addresses, nauer. 
Personal Digital Assistant (PDA I. or text messaging device. 1 he systems are redundant. 
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:n » hu to e.T.r..:.-i — . ■ n.l \hv niuv. - ii i ie — :' /:;!' . 

JJic iN IN routing m si an jsjjojnicjjcd a! a .-ccuiv inde pende nt hosun^ kLV.i.L'.L} : ~ r : f I 

a secu re ce ntral Man on m*Hinomn^l^ '\''hlc Jo receive event and alert 

inlorm ation 1'rom anv ^vuritv or pr emi ses m onitoi in«J dev ices and se o T uciui all\ transmit 
i nterne live n ot ill cat i i » n n aNun the event a ndjjlcrt to u ircd I an d _w i reless communi c ations dev *c c- 

specified in th e Customer' * Profile within the IMV I rausmissious can he made in voice, text. 

1) I Ml-, digital, text m ess auiiiL! or other (ormals to suc h dc\ ices as cell phone, pauer. email. I'a\ . 

text message dev ice and ^ \1S. as well as in ( 'oiunct II). SI A. or other security industn formats 

loan independent central Matiou mouitoriuu facility lor lhem in turn to dispatch the authorities. 
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i J'!:; . — : .:.::::'!:,:.::. :: :u:nlvr. ,*!:.■-,• :r,::::Kn* and zonzor inlbniiaiioi: tl'!G. 12) r.ro 

. :r:\::::\\\::; J :. ■ . ihen rou'iovos - ujor in(Vm:r.:io:: ::nJ 

i?:-.::::J:::ij !rui !::u::ou :c pi'.cr.J numbers. lb?c number: on:;::! addrojjc:;. 
p:igjr i::::::!^:-. . ::':\! !V:vo::;;! i^ldu;! Jlv:;o acirfrojsogl from the cu^cr.jr Jcub^o nr.J 

!»::-v.;!ru: ihj ::!.;:'!" ::::::::c;;:;o:: .r j^tiLi:! iY.!Vn:ui?on la iho - dosignaioJ points cr-cniaci, 
■ :iinii!t;:j:L.: I; — t .v.;::.:i:ii.j!; : St nn ci?i :rni ::i:::!ic:u:on. iho information co:n j:! ;i::L:^Ji: :!m 
::;: :•..::•.'.. . : -r.:/:, — f ■ ■!io::^ ::u:"!:jr of base unit, ilaio. :in:u. ^f.;::,:.-;' 

:i:U ■-. 'l.. '.:.;t. !:\- :\::::!ir.g in :!:: IMN J:r.;:bnr:o can bu mculillod c:i nr.; . :;mj C". «,:■ tho 
telephon e or global computer network. Confirmation that tho alarm notification has boon 
successfully transmitted to the customorDs d e signat e d devicc(s) is housed in an ovont log in th e 
IMN and in th e bas e unit as well. In a preferred embodiment, the IMN allows for - a two way 
communication i nterface with the base unit In this way, the present invention allows for remote 
act i vation or resetting of the alarm and oth e r d e vices in th e homo for security and home 
automation purpos e s, through the initiation of a phone call or global computer network 
transmission to the IMN. In addition, the present invention i noludcstho maint e nance of an ovont 
log i n the bas e unit, and anoth e r in the - IMN. permitting retrieval of oall data. The use of the IMN 
a l lows th e user to preprogram alarm and home automation functions to initiate specific processes 
at specified tim e s of the day. Similarly, tho user can call the unit dir e ctly via telephone and 
in i tiat e alarm and homo automation transactions. 

The automated secure remote IMN has a novel interactive alarm notification call 

flow sequence that uses information stored in the Customer Profile within the database of the 
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IMN to notiiX designated points of contact b\ making sequential interactive notifications to one 
or more persons or locations prc\ iousK' designated in the ( ustomcr Prol Ho o\er one or mure 
wired and wireless do\ ices in text, voice. 1) IMS, text mcssauini: or digital formats to not i IX 
them of an emergency event or a change in the status ol am premises; sensors. Delivery to anv 
ol' the above destinations occurs in die order and manner specified in the authorized user's 
Customer Prolilc within the IM\. 

.' ;::c:::d-v . .!:.-;:!.;. . r.:\:j\\ :;•..?: e:::.-. •.!*., . ;* err/dr.:: a::.'. !';:::.;•; 

.if;:!! \' . ::a!'!: - . — i j ■ . . ■ .•c:i: , i:j. . — v a::.' d. - . v..' a.:::aa. ■■ jI - j;'!'.. 
" ! \'c !.:Lju:,' i Vy .'.('!' r. :!.' ? idc : ! • an ,aa!a a!u:::. v. ::! 

itLr: :he i ! :d: - idihii ■ ■ ■■ *! ■ . ■ ei - rii; — :- ,n. — r • ■■■ !':': ! .• ■ : ■ ■ ■ :'.. 1 : ;::: ■ '. .?::::. j::.- — . ; •.• !::c!: a 
■ ii'./' i idj [.'.. !" ?\ aa alar;:: . jaa :: j: ; :!:»• ;,v. — ^ — i. . . ■ ■■ .rale aa aaa 1 :! •?*, a!::: --: . -■■■ ! 
v: ■■ :{ ■ ! nol i !!.:;::. ;i ;n :.: ■ ' j a :!k S ' '! ' i !:!... ! . ' - . ailia. :!:. ■ \ \\ s .. !!'.lm .iLr: 
ivcara vd; : !. - :!,>/ ■ iala;a*:. a. !:: ■ . i — 'va:i: a. a,! !" r .j lax. ■ ■■■ u! c aa> , :' ; tia r i ra - ■■ ilu 
pur;-" v. ' I:. 1 ; - U a.i at;: laaai a:h ■ ^ j>n:? ■ .::!?. I'a.vna; ViiK: :aa! iaia.aj/ :'u ; - Si: ;! ■ ■ i ■ ■ 

pr. . u. - '. - i if : end ■ !ic-..!eri ■■i- a - fw! : ■ . :!:.■ 1V\. 1 "aao ' ni: 'a; ■ c.m:r.d aaviiar ikii - i -- ' .vviaiia j. 
= i:c': thai if. Jura... :: aa cid!. ;!k * i o 1 a:: rjaviv»v ia: ..!ara: ■ Si.'ud: :1k Par; ' •• 

oiliier i 1 ) ia i ne ;■!: ■ lie. Jr.vonncel < he and o^ t K.iCi i '-e ■■ ■ )• (2) I ; : !i i K » 

p!:oiie. eu!! !\! N ' :: :!:; . ■ yincj a !:.> ■■ ? ■ : ■ nut;. !;a - . j ;-k:raii:;. . ■ !\\ - nvenli. ' na! 

p!u i:e. i eo:i!u J :. .. — :::_; ,.::>! :: . ;. '-. .:!*'>• p;v e ; j;]V .;!! . 

c;;:jiij: i o t > -- j - : : v - ::C:v :: :::. J::!j -.::!: ;: :. ■■■ ; ■ : ■ ! .1^::,.! ;':c^ l >vr i.-pr^jiahh ■ : j - y , ■ . ^ d 

!vr..c=:v e : - el: v:. - . ::. :/!: ;;;;.! :v. - p^:i v.;:!! ;„j!:. !r. d - f. - ■ nlijiii'iulin:. :!ie !';:. j 
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y»:r,L-.v!; /; c:::.-:". .:v.::c!: jc:!: ::!oph=no jacii. nlioviiiK 

::?jr.!u;'.j Hi:,- :.• Iv :!::::':.! ?Vr i:!;irn: ironembcion purpocos. I'koi'^ 

!:,tj::i :v !,:•:■-,! : • :!:c — I'olcphono l * :o!a:io:i — tTl) switches, 

For an alarm notification, the information conveyed can include the customer 

name, address, location of the security or premises hardware, phone number of the security or 
premises hardware, date, time, type and name of sensor, zone, local emergency authority phone 
number, and other relevant personal or premises-related information. The IMN also allows for a 
two-way communication interface with the security or premises hardware. 

fn a telephone based security system, there - is always the possibility that on intruder will 

disable the alerting system by cutting the telephone line to the jack. To enhance -s ecurity, in 
some embodiments, the system of the present invention may - include a separate Calling Unit with 
its own d i al ouUxipahility, which commun i cates at regular intervals with the Base Unit. If, for 
example, the Call i ng Unit does not receive - the exp e cted message that it i s still active from th e 
pr i mary Base Unit, due to unplugging of the Buso Unit, the Calling Unit transmits a messag e to 
the IMN that - the primary Bas e Unit is i noperative. The IMN can then undertake appropriate 
investigation and/or notification steps, - according to its programming. This Calling Unit can also 
act as th e int e rface to th e T e lephone Network - for all alarm messag e s, eliminating th e possibility 
of d e feating th e alarm by cutting the phon e line at the Base Unit or destroying the Base Unit. In 
another embodiment, the Calling Unit communicat e s with tho IMN via wireless n e twork 
channels to protect against alarm interruption du e to the severing of t e lephone linos external to 
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I he 1MN. havinu automatically received an alert notification from the premises 

where the monitoring deuces arc located, automatically accesses a data base. Imds the particular ' 
owner's profile, and then also automatically scikLs interactive alert messages to phones. iaxes. 
email devices, ramers. hand-held eoinptuors and or a manned monitoring eenter as pre\ iottsiy 
specified by the owner. I'he use ol'thc alarm system i s electronically loured in the IMN so thai it 



can be re\ iewed later. 
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I J.)c_sx slci n jLj>.e^lllS!: JJ.l!i? D Uiili* ?U. 1 '. : J ! .v'sl " i thin the ( 'tist omer I'rolilc u » 

ins iamlv a icri the customer an d his c ontacts joj'ihe alarm event, jor e\ainiM y- to warn the m ol an 
intruder on die p remises or to alert them t o another ty pe oremenzenev event al t he premises and 
enable them t«> ma ke a decision as to whether d i e emergency authorities should be un t itled In th e 
eusiomer dire ctly or il iro utih a cent rat station mo nitorin g laeilitv or'juaixl scrv ice, or the e vent 
notification should he cancelled. 
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!:: .•..:::i::::;:-y. j ;;rj • , ."::i:y ui!:cr '.jlophono !'u.:c J .:jc::r:l% jyciom Un -i 

v.::!: !:?:'.:::";:;;/,: \!;:::/.^;:::c;:: .Vj'/uui'k that jnabldc ~n individual 10 mod:!;. 
c/:::;.j: :::^:r.:-,-i:.;:::: :.;:;! i:i"i:!T :::::::l:cn: viliich nro stored in ihu cujtomor pro Ilia. v A'j r.rj 
.:!. . : :// ■ arc j!":a:;. i-!c;Mua:j :\:..;;! .::c:iri:\ /y^cin then u intorfacoJ - with an IMN to co:i:ro! 
lu :\:: „jji;;-i:y /):ne:r, ::r.J :j ' :u:; :/.::o:r.:»ion device: thai could modifi ilio homo environment. - 
" ^ ;:!.\. ::/.i av.arc /:*;:/y c:!:cc ::!cp!:cnc !m..:jJ /yjlom thai ::. able t»<ommumcaiJ u "ilh en 

:; ,;»•:•/ . :•!; s.!;.:r.i !T!',V! v- . jc. . v.!iii!: ±:n c/uuc :ho p.civ i Drh :c? prcojj: - and cc?::! 
. d :'::!'. T::-.::i:t::: :. ;i /-Tie/ ■ :' /:!':l;;::: c :.m » : : i n n i o a I ! o n o media, storing the so en I! Join In 

i'. ! ij :r. :?:/ ;»!:. /./ :.;:.! :;c:vi.v!. '.* r hiivr :vir i cra!. Wo arc a!/,> not ::vii:ro of;: iclcphc.-.c 
!-.[. . .! !Ilj! :.:> ■ :.::. .\ i:.ir. //:/;;:li /. .;./icm thai :rnn::mii:i rjal :imu and curri:U me 
*■ :;' ■■ .• ■ •/.;. ■ : ■ r » :. Inf.T-Uni :i !./:.....i:u n! Network, which ll' oil i. . LrapaHe of routini: /a i d 
j ■ ■ > r:n::i : - :i : ■ ::!::!;:{•!. pv ^. ■ i^uileJ pura/ I't'eontncl. W'o are t^iiro of no monitored home 
. . ■ /..r:;; - il/nn ■ ;/ - v: ! : i l ia: :. '.Li;!; :rn;:. purialv'o and can ho eaniU moved hi u different 
'; .. !/ n:^ ' -.\:.cr. i vi;kr ■ ■ ' ■ ?>'.:: ! ! hu/ino/a ,n\ ner. 



1 ho user c an sccurcK access the IMN via the Internet or telephone to pronram or 

ro-nro'.jram ihe u ser's customer profile, to include notification preference points, ordering of 
notifications, rout inn paths for different t\ pes of notifications, times lor notification and other 
related information. I his access is to a sinule universal access point. Receipt of information h\ 
the user can he confirmed and a record kept in the event lou database of the IMN for retrieval at a 
later date h\ an authorized user. 
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The IMN permits the user to modify the pre-existing premises alarm notification 

call flow sequence hv allowing the user to direct and manage the alarm notification process. 
Event notifications from the IMN are interactive and made sequentially to the contacts 
designated in (he Customer's Profile, allowing the recipient of the event notification to determine 
the next action to he taken hv the IMN in the call How sequence. Authorized recipients are ahlc 
to terminate or redirect subsequent event notifications hv entering the correct pass codes digitally 
or through voice recognition technology. 

Customers can select the number and ordering of contacts to be notified and 

queried prior to alarm event transmissions being sent to the central station monitoring facility for 
emergency authority dispatch. Customers can select to have a central station monitoring facility 
as part of the call flow sequence, or have notifications sent only to the contacts listed in their 
profile for those contacts to notify emergency authority for dispatch. Authorized users can 
access their Customer Profile via a pass code encrypted telephone or Internet interface, to change 
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alarm s\ stem configuration, update their points of contact, establish the order i n which contacts 
will he noli Ik- J based on the t\ pc of alarm event and review cmcracncv information am time 
thev desired, 1 the pass code accessible Internet and telephone interlaces, users can access 
information about their accounts. inclitJinu hi I linn information, contact points, pass code 
information and alarm history. The invention also provides for externally specified and 
changeable control of alarm svstem operation and home automation devices via the IMN or from 
a remote tele ph one. h\umallv direeied control of alarm svstem operation and home automation 
de\ ices takes place \ ia the IMN. 

! he ahiiitx to securclx and easil\ update contact information at anvtime and from 

aiu where allow?, the custome r to be part of and closclx manage the security notification cal l How 
process and enhance hi > safety I n directing alarm event notifications to contact him on specihed 
* ! e \ive-? J^Jlii A ! '1 I > 1 Jh>*. ev_e!t',noiitic ation process, I his feature, coupled with the user's ahiliu to 
vi!JAs:cLliLa luD U J unification prior to i ts being sent to the central station moni toring facility, 
i nil uei ices jhc cailj U >w^ic>iuyiice of alarm event information and reduces the incidence ot lalse 
alarm dispatches. \ulhori/ed conta ct recipients are identified with user-determined pass cod es. 
vvril R;tl In a digital pin number or Voice Recognition pin numher. prior to that person 
instru cting the l.MN as to the next step or steps of action to be taken in the call sequence. Another 
im portant feature is \\w lo<jiiin<j of event notification inlormation into the database ol the IMN so 
that the customer can rev iew it at a later date. 

I n this svstem users have direct, secure access to the monitoring network database 

\ ia plume or the global computer network in order to review and change alarm svstem 
configuration, points of contact and emergency information anv time thev desire. Customers 



haxc access to sccurclx manipulate their personal inroiiinuion within tiW < is omer Profile owr 
the telephone or throimh a xxch interfa ce. 24 hours a dax . 

Customers can elect hax c central station monitor iiu- Iaeilii\ hack-up capahlnx 

to he onwlox yd niter one or more contacts liste d in the Customer's Profile haxc been contacted 
and queried, and have railed 'Q rccoixe or respond correctly to the interrogation from the IMN. 
Customers can also elect inn to have :: central siaiion moniioriim laciiitx as part ol the call How 
seutience and have the notifications sent onlx to the contacts listed in their Customer Profile. In 
all notification calls, customers are orox ided ihe opport unity to he trans ferred diicctlx to the 
cmcrucncx .miliorip i'<»- i'"'"' iniiiaie a dispatch to the premise^ 

: In • ;.,o'„w< ■•.M.,.Hits i-:in select to Imw a mural s tation monitoring 

facjiiJLx^^^ 
vonUKMsJ^ 

c^nibdyjioi! mouit-vin^ 
:ij:irni and ex cm nojjjneauon^^^^ 
trcytsjen^oro^ 

! IhjQM^jivJl^^ '° '"--'^ nt»tilieatioii >ix\iiil 

.-.mimi not -relat ed to I he sccur i'v .l- premises hardxx arc. Such notificatio ns include medication 
reminders, homeland security notification s '•"'»"- transmitted at s p ecific times, on 

\ specific dates, or under specific circumstanc e ""...smiticd to a plurality of wired and 

J wireless dex ices in text and voice formats as desi gnated in the customer profile. 
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:i\ ji'a ' vvi 

?■'!('. V ;/ a Ji:^:';:::: ■ . '■ " ■ ho ln r Vrn:aiuui Mr.nn^bmont Nor.iork one! tho i i uorlinx 1 boiv>jj;i 

:!:,. 'V..v 1 ::r.J !M s 'v 
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! \ . !> v. ;:rL:j:'r:.! :' - :ri.:i ■■ I'n ;v !;!.: 

■ .'. ''V ii.v-..- ;t;!c:t;v ..":r.xr.::v I*:.. „ I ».::J 

! ! ?2 Jw. ^rolcrrcJ j :r;::::::v .:'; ; !) i'ft.S!' .L;:a! :iv : ' • " ' 

l. : 3:i: :l :?: ■ > ■ » u:v.. 

1 . I Il: uiv 1 is ;i diagram -ol'ihc oun n umicaunn established b\ I he Infornuuiun . 
Nhm imcnicm \clwi>rk. 

2. 1 ijiti v .1 is a diagram ol'ihc com nu micaii n n iMahlishi'd hv t he Iniornuilit'n Managemen t 
\ei\u>rk indudinu the ee niral M ali* \\± _uiws \hl v WliM^h}-VS p i^alV -juaal sen ice. ihe 
Pfi;v\-. it oili er emeryeno au lhor ilv. 

M.mauemeni \eluor k and ihy ePiiunnnie;ai<'n> c^;uijs inujj»lK^ 
\ l;::UhymerH /\vl>XiilJ>-i. 
4. I i^^'v.J t L s a llyu diagra m illu strating the \y,.».rk \h*M J? , V , S.vl : ^ , . v > ! | l i .'. t .L. l !*V.J , !i* M , .l ,:il .'.v MI 
Mv^ilUs'J.UsI 11 Net work, 

!)l i'.M! I ! ■ PI ':;!;' IV >v 

PI I Ml II ) Dl-SCKHMIOX <)!■ III! PRI' l'I RKM) 1 \1IU H)IMI-.\ IS 
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.' /.; /; — . :a:l;uLv :: !:::. : :::: : : /j:uvr: 25 20 a caiiiiK; ur.it :0 located aitiur 
v , :;;::r. ."U.v . , . r - ,;r : -;; ulcpluno iaolaiion ..v.iichjj » pcrECr.a! 

j. :*.*:'.'. /" ,i;vLv ::r. ://::iu::l ::n Manoyjmjn! N'i?xct!l (IMN) 50. la 

J l 1 '/!? !'l a/:::/;-.; 2: 2''. a:: J . '>:\:\:c:: ?j arc among ihc device: ::K;::i;:ncJ 
J/::.: :/;:!!;. M v. ::vij// p jr;ph;r::! :!c . L-:/" . flh e haso unit 0. Unso unii 0 :nay joninin a 



A Security or Premises Monilorinu Sysicm has been previously described in the 

parent applica don, which I kis Ivcn incorporated hv reference. I he Security or Premises 
Monilorimi S\ ste in is c onnected In a c ommunications circuit, which can beany of or a 
SLVJ nbiiiiilu mi mI e lements selecte d from th e p ublic sw ilchcd telephone network, a wireless 
network digital subscriber line via modem, cable modem connected to a cable network. I he 
internet, and am other conmumic airons network capable cii'lransiniuinu dual lone multiple 
frequency. tones or their equivalent. I he Sec urity or Premises Monitoring Swcm connects on 
\ hi\ U ? id 1 51 ! [ I..U \i x l\i\\ '. L'JLILL ^Ji ?J n' torinu Network (fMNl of this invention, described below. 

\/ : ■ \\:\ :n ! i. !'*. j a:m '* p . vl'orahly include. 1 ; a te l ephone proce/i ^ or jl. alarm 

p:-. j. v ■ :• ,'2. 1-;::. 1 : in ■ ircr. hum /In. von. and nuilli ; i peotrum Rl * ' nulii* W) including an HI' 
umfliller. — ? !:; ■ uMcphor.o p/acrrrar a I :. ■ interfaced with th e alarm proco. ' iMor ?2 in . ' nich u way 
:!:::: :: :/ p ibSj :o call ii::/ the h;.,v ar.li ^ remote location to turn it i>n. turn it off. 

. r ;v.v. il. /r v aha::: v;aia/ an.! alarm ovjnt information. Thii: ba/.e unit ^ contain/ 
! ::::d :::::rl:;// A ;::vm :/ :i: :hc !or::: /fa :r.;crocon:rollar uueh aj (but not imiiled ic) the 
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may be - v - llh j: ;:vJ.^ !:;:r .1 ee:v. jo ?- ::? :;!-7.?:.V ; e. .*r v. ':'.!? j:. . : !ov - .,-. :r. ::: ji:!^: "I 
rad::: "0 t :::i::ii.: 1:::.:., :::::: " :e '. . .v::::::;:nLa::i . ^ ?:v»;i!,v.c;- ;:. cr . 

WO Mih:l v.::?: ■ ; v ::v!e::.: ;;:r:;:?i,r::! .:vxh i^"?? v .::ii:i:1:i::::j::/ . K 

o:cc!:nnLiir.-j ,!.::;; ".' en : r' v> M! !/.: "iil* ^i'.iu!' !- ■ " — ? 

v,it!i scce::.! ;:j:'S ;:!::!':;! ::j /e::. . " . - r I:.::, - " :tc!: 

With respect to hardware, the IMN comprises at IcaM a I) I MK modem, an 

applicatio n in terlace. :it least one serxcr conta ini ng customer inToi'malion J alahascs. a unihci i 
mcssauin i: ;>latlorm. an c\ci i U o^- a we h interla ce, ami a i.elcphom inter change, such as a Pn\.. ; c 
lira neh l-\ yh:iiiLV lntcracli\e Voice Koponse t MIX IVU) interlace. tScc 1 K'i. 3); I he at lc;:,: 
one server comprises a >cr\er t\ iv computer the nai ure and conli;:mali on ol' which is well know;: 
In tluise sk illed in the an. 1 hose s killed in the art will also rcco ijni/c lhal ihe netw ork oi this 
inv entio n can he implemented w ith a \ariej\ A l lyjL\!J.M]l»^ 

ilitl crinu f rom those e\plieiil\ disclosed jnjhj^ those sk illed in ihe 

\'\t ; , a . h.i.y • ;M, •■ l !jic!j -:r.:;-!:!! .v r Kiuwa ■ :'.:!::: 1:1 no:i I u n.'iy pr.'vLlir.ij ; 

: i iiu!o univ:r jr.:ry o . - c - eee. .i p. -i:i'u cv-\'^ ::.:r. ; qui.:!. iauV' i - ■ prcdciLnni:iod eenrieelii - r •. 
T!:i/ :\j\\\y r?. M;:l:i;-!» ;!?TM! ' i ■ :>.. ■ ::: pr::';nv.; \\kiv.va ■ ■ !' 

w\:k\\ ::'■!;!: v*:: i" ?';( : . 1 1 : .v;:er.»-J :':v:'.: " ^ ::Uo ^ic /auJ :!:.:: ' 

■ wi !.. |t: vale- ;,- :^:::::e J ie!c;:::. i^. - 



-27- 



:u!.!:vr... ,v. f:. r ::\ ! !MN :'i :::::y I'c i: — —J / vcr a ulcbnl computer noiwri: *V 
!.::. v.:; .;. — ;!:c !:i:,t::ji — ). or by a .. :iu idnrcl lolophono 8 1 - 10 program a u;:or :i • 
customer profile which includ e s notification - pr e ference points, times for notification and other 
related information, for each hom e resident, as shown in FIGS. 9A 9B. 

The hardware and software configuration translates the DTMF tones received 

from the Security or Premises Monitoring System into a message capable of being sent in voice 
or text format. As the following will describe, the IMN enables sending the message to any 
number of customer designated devices including telephone, fax, email addresses, pager, or 
Personal Digital Assistant (PDA) such as a PALM PILOT. 

Receipt of information by th e user may be confirm e d and a record kept in databas e e v e nt 

l ogii<not ■ iihown) of the IMN 50 and in the Base Unit 9. The IMN SO also allows for u s e cur e , 
pa s Micodo hu!?ed, 2 way interface with the haao unit 9. 

Referring to Figure 1, alarm or event information is sent from the Security or 

Premises Monitoring System 1 to the remote Information Management Network 2 via any type 
of communication channel. The system retrieves user information and alert notification 
addresses (including but not limited to phone numbers, fax numbers email addresses, pager 
numbers, and Personal Digital Assistant device addresses) from the customer database and, as 
described in more detail below, forwards the alarm notification or medical information to the 
designated points of contact, simultaneously or sequentially. For an alarm notification, the 
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infoi'maiion convex cd includes the customer name, location oflhc base unit, plume number of 
base unit, dale, time, ivpe of sensor and /one. 
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configurations: 



Sampl e Configuration 



Description 



Disarm e d 



Smoke detectors and personal communicator ar e activ e 



Periphery Armed 



Door and Window Sensors are Armed 



I ntrus i on Armed 



Door Not i fication 



Home Appliances Timed 



Motion Sensors are armed 

Door Chime is activ e when door i * j open 

Home appliances such us l i ghts are controlled by timer 



I lome Appliances Sensor 



Activated 



H om e appliances such as lights are activated by s e nsors, such m 
motion detector 



Interactive notifications are then sent from the Information Management Network 

to the contacts listed in the Customer Profile 17 (shown in Fig. 3) via at least one communication 
device, including cell phone, pager, email, SMS, landline phone, fax or text messaging device. 
Contact recipients of the interactive alert notifications are provided the option to cancel the event 
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notilication In providing a correct pass code usinu dim'tal cntrv or voice rccoiinilion technolo«i\ : 
send the alert notification to the next contact in the Customer Profile 17. or bo transferred to or 
conlcronecd " ith the local emergency authority. There is no central station monitoring facility 
associated with the call flow sequence of Fiuurc I . 

'! !u 5' x l;!...? ;r::i:.;:::l; :o ;;;:er;: '.r.rich of;nlbrma:ional :crvic;c 52-aiich a.j 
!n.::::^:u::iL ; ,-:v:::;-; ; -. :::i:?:i:".\!:a ;:iL:-::r..j .^'ni^.;: or imanciol event.:. n: c:\rngCS. and other 



. Kel'errinu 10 rivjuiv 3. information sent from the Securil\ or Premises Monitoring 

Sxsieii U_.u* the Infor mation Management Network 2 enters the Information Management 
Ns:f. N ,V.L rl >- 2jju;ouL'h Hie lelc phom Server < I. Cable Modem 12 or IP Server 14. Alarm 
ijlf^maiujMLdjeii Hows through the Alarm Monitoring Pausinc 15 to the Database Server IU. 
Infomumtm spceilic acc ount i s s tored in the Customer Profile 17 within the 

[.^j!;Lb*L^:^I\.e.!' I ft that pro \ ides the work llow process lor each alarm event. All alarm 
notiheaijorLexerns are sen t In 1 ho Interactive Messai*iim Server IN to the customer contacts via 
landline p hone, cell phone. lc\t messauinii device, nauer. email, fax or SMS. The Interactive 
Mcssaninu Serwr IN ean interrogate the contact recipient of the alarm notification for 
information and institute the appropriate work llow process based on the response of that contact. 
1 he results of all work How processes are stored the Kvent l.oi> 19 and can be reviewed hv 
authorized indi\ idtials throuuh the Telephony Interlace into the Telephony Server i 1 or the Web 
Interlace throuuh the Web Serwr 20. Durinu a notification, customers are provided the option 
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lo be connected to th e police phono numher listed in their Customer Profile 17 within the 
Database Sener 16. This connection is made ihroiiL'h the Telephone Conference Switchinu 
Mechanism 21. Alar m nolillcaiions associated with central station monitored accounts are 
transmitte d from the Database Server 16 to the central station monitoring facility via the 
Interactiv e Messaaina Server 18 following the call How sequence designated in the Customer 
Profile 17. Access to t he Customer Profile 17 and chanues to said Customer Profile 17 are made 
through the 1 elenhonv Server 1 1. Customer Sen ice Receiver 22 and Web Server 2(1 into the 
Information Management Network 2. 
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: Referrinii to I'iuure 4, the call How processes arc detailed for an alarm event. 

When the incoming signal is received h\ the Information Management Network 2. the siimal 
enters the Alarm Monitoring Kiminc 15 and is immcdiatcU louued into the Kvent Lou \ l ) within 
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• the Database Server 16. I 'he alarm notification strimi is parsed to determine information about 
the account. 1 .'siim the customer identification number, the Customer Profile 17 within the 
Database Serv er 16 is queried for the alarm tvpc and customer account information lor the work 
How processes. 

\ I A n \ i i n> r y '• I CH7'\ n 
. . i . . . i.j 'i . ,.!..,'. ) \\ , 1 _ 

::!:::-:- ;::v:Ji:.vr 72 :.M>:. .:!:.' v.:; :r. MCE. I. la. !b.5.:ind IC. !ccutCi! h h:;c 

Hi.:: " a v-.rict;. of !;;nciioi:j. .\ >.u::»Mj :vnmcroialIy available chip ij ::k»l!j 1 

PirV :ivf:: Micrnuhip tChumikr. .\r:':.v:»- 1 I. Among other :uiic:ii.-:i::. :!k AP mming:.: 
en:.: inai alarm i;nd n!unn awnem t ;'. i 'i;:'u r. I'.cntj (an nlnrm. ti teat. Uiul inquiry ;: tntnntttHW 
cwu! eluir.jL.. :!k hu.io unit — :» operational i from iiutive to iiuuulhy: and ioLj.: ..ignilleiint uveal 
details, including - low battery warning. The AP interfaces with the telephon e processor 31 using 
a standard busvsuch us an I2C bus, to obtain time, keypad information, and/or to receiv e 
incoming data signals from the telephone network and to pass data or Dual Tone Multi 
Frequency (DTN4F) information, e.g. in thoformat - shown in FIG. H -r- Tho AP responds to digital 
signa l s by outputting audible spe e ch signa l s for responding to telephone or us e r inquiries. Th e 
AP a l so interfaces with the sensors 25 20 to receive alarm information and interfaces with a 
remote keypad (not shown). The AP manag e s system - sotup - and configuration changes including 
thos e r e c e ived through the IMN 50 or the normal telephon e network 93. The AP interfac e s with 
the calling unit 30a or 30b and provides transmission to the IMN 50 of message data such as test 
status, t e l e phone number to b e called, unit identification, alarm zon e and other information ? 
including sensor typo. The AP interfaces with s e v e ral RF telephone isolation switches - 33 and 
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I or :i central station monitored account, there arc different workflows associated 

w ith non-critlcai. critical, panic, and lire cvenis. In ihc event of a non-critical alarm, which 

jvnivseiMs.a low h aitcrv c\cni. AC Power toss or oilier non-critical event, the alarm event 

'■ ll!i!iiLUJJ : <>n is sent In the Notification l-limine 23 within the Interaclivc Mcssaiiinu Scr\cr IS to 

l hy. v I L^iUUVIii^JJ 1 . 'ii-criiical contact o n the dcx ice spccilled in the Customer's Prolilc 17. I hc 

l *esn lis. i » M his \u indication are st ored in the l \cnt I.ol- 19 within the Database Server 16. 

I I. 1 il'V-Sl^ UUA S'liiiyjiJ alarm, th e information is sent to the customer's first contact usinu the 

\'ot j lieyion Mitjjne .2-3 within the Interacli vc Mcssatiiii'j Server IS. The contact is uixen the 

*M^J*MlA l v;n'e>l iIk- alann or send the sign a l to the central station monilorini; laciliu N for 

dispatch. 

f '.M ! IV ii' N 'l ;n 

\. ■ h -••{') :: ■ ! if la ib. the cullinu ur.il ?^ olTKJS. I and 5 con - he mndo in a I hvt 

c.-::!l I.-!: .""a. vii:l:i:! i: , : :iule liouiiiiu with ihc bihUMinil 11 (KIG. lb) or in a rOLvnd 

c. ::!: j::.r.:i m: !ren:cj rjmoioh. from :l:e anil 0. in a separate housing (.K!G. lr.i. 'Hio 

priir.:::". :'. r i: remo;^ ea i l i- ji; 'Ob ::: ib.c ::bi!ity lo place iho oallfou un:l in n !:iJdcn 
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::::/'m::!:.'!::J i~y :!,..:.:: :j,;::i:v :!:::;. v.!^::j\c:- ;. :* :::: j!:::::: 

^ ■ jlt..: - :' "2 :::::::;-J:;i:j!v ,;!:(:::: .jj : j::J. ..!:::::: r; v ::vl:. • 

:. "he rj:'.:i - ;j v::!i;nj ? M !". • . : :: :",:'.v:*;.. :*::v. ■' j 

dec: : .V-viv, ;:n ;;!::r:n l;::::.!!;:i:.>i - ':'iv:v. :!'.: . .r^Z v.::! -' ". : ■ ; 

. jvci .? :!:,• ;:!;:r!i: :.'.!'. n::r::l/:: :. :r: i :;: :::::: :. \ % \ : ix : ::i '.?:: tcky 1 m 

r:^: v - >::•!; ' '. .v.;-; j!; . .:!;.:•:-.-. ;.; !:; ■ V::: :!:. :.-:':v:: — J:.:.:::i: — vV J»* 

k e ypad at th e base unit 9 within the specified period of time, the base unit 9 sends an alarm 
c - on e eHation message to the remote calling unit 30b and th e alarm is cancelled, prior to 
transmittal to the IMN - 50. 

If the contact request's that the central station monitorinn facility 8 be notified for 

the dispatch of the authorities, the Notification Hnuinc within the Interactive Messaging Server 
18 .sends the alarm transmission to the central monitoring station 8 for authority dispatch and the 
results of the work How process are stored in the I went Lou 19. All other contacts listed in the 
Customer's Profile 17 arc then notified that alarm event notification was sent to the central 
station monitoring facility 8. 

As shown i n FIGS. 2 & 7, in th e case of an actual alarm, the remote calling unit 30b 

receiv e s the a l arm message from the alarm processor 32, bri e fly waits for possibl e cancellation, 
then seizes the tel e phone lino by use of tho - tolophon e- isolation switches 33 (FIG, 7, right). The 
remote calling unit 30b then dials and delivers the m e ssag e using DTMF coding - to - th e IMN 50 
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*!T.j r.r.v.e :::!!:::._ .'"1- :!::.: ulann ;:xcojjop j2 for logging and 

i:-:::v;v.:.-i: . f.;:: .\:..\!»M :!;:V!-:!V:[!? !L±: ;:x: .:hjv,::) an ;!:o banc unit o and then rcLa^.: ±: 
p!:c:nc !:r.c fur: I:::- !;; ;! ■ .• ; .h;ch i::c!uc!:j 1:11 imornal cdling unit :v.±:: 

±i\:\ u". c::::rna! ;':!:. prcc:.r i;: :!:o .;amo. "k 4-- thj jjicoplion that the alar:r. 

nu.vau.; :.: :\.k ::::::.:::::;:. r ! :hc ja!!:::g a:».l: irc!c::::!y hy a hnrd'.viivd inter!;:::. :i::;r";: 

. . u i, :■ n 



Lil i Ik' akimi noiiiicntion information is sent to a device where ihc contact chooses 

to cancel I he alarm e vei n, the c u stomer ' s luiiilication cancel code is requested. It'thc correct 
ajanH_n_otilu:atii'ri can cel code is entered, th e al arm notification event and work How process are 
v>JL'^.!lecL : UHh!>e inlormati oiK ol' the wo rk How process is stored in the I {vent l.ou I 'J. 

A. . :: ww : ■■ 1 !t :. y. ;?v e:ii!l::;i n \ u \ nu s y he connected to a wired telephon e ntfixvork 

' ■ .I i ' f ;i w ir. !...-. ;.'.;•!:. ue :ie:vier!. ' ' I ■ ■ !• :. ■ ; ■ v. irid or wirelov. i data network, !n a conligiira:iiMi 
. . ■; uo ! i - {."lli!. - . ;!ie - :;.l!in.. ■ : n i i cm dia l . * ut w irjle::i!v inthe event du l l the [mid l ine l ^com^ . 
u i availa?*! j ' j.j.. due ad\er -- e v - eaihor condition -! disrupting the public sw i tched telephone 
njtwi - r' - : {!"' I \'!. . :■ diu* to a l'urg!;ir i\ cutting telephone w'wm leuding lo an individual lunw). 
In a wir e l e ss interface, the calling unit 30 will pass information to th e- wir e l e so n e twork via any 
of num e rous available protocols such as: CDPD (C e llular - Digital Pack e t Data), Cirouit Switched 
C e llular, Overhead Control Channel Technology and/or Forward Control Channel Technology. 
Th e se data will be passed to a mobile t e l e phon e switching unit 94 and routed through a receiving 
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c:pi'!:cal:i - i: pr. :;i :::;j:-!ac; ;.\P! : f-.'-. '!'! ■ ! ■ v - vciv ? .t :!... .!;;::: e.::i::;::*.„.? ':. 

nii:::n!^ :::: /.:,\!j:v. :o j.Kirac: :::!J:::\. :'.::! ■ • .!:::» I: ;:" :: .L::.!m. - ' he 

prr.L-j.j.?i-.:' :!:,:•. . vn.l/ j-;:;,::.".:::. t.. :. . 

notiiic::::, :: . jr. s; r il l!u !. x !.\' 5". — j.::!:::^ :::;:y ::!.'.' u : ;t, 

inilli.'.J .:::::.:? » ;:Lv: ;l: •-. ::v!c. - .; :w\ m i\ i - rk. - . ■ ::::;:!:.:: ■ :..;. !;> . 

lijpundi - .:, i:;-. I: v. j:;;-c:::"; :i ...:.! - c! tv' - pgilal'ili:;- : . .!. 

!:: j, , ;,!c!': i::c. l : i ri - ;:; v J :. \\\ .?» m ? r a. di - :v:':T . J ;;!'. ' IT:!'.; u a : V i.mH 

S.: • ;.:'! v :'! ;ca!!j ■ . :: 'V. :y. !!;::.: — : 

unit." 1 !. .. : .. . J r ! ( i.iv.::.-; ' ' . .■!:;;: j, . !! : : ! 1 " in v - . :•[?: . — r-^r 

111 i!K.L!lsJJLili^.i^ i-JV4A«y^s>l 

code isyniyivd. ilk: work How proiyss _mo\cs hylhc nc\t contact listed in the < ji>Mncr\ .I!r* 'I !.!.V 
I7anchik; iKMlliyulitMij^jtc^ss is rivaled,, » JlvlU jj* .^-^b^MlL^ 

answer. ;m -invalid can cellation cod e is e ntered or lite eoniud sekxis ihc eciuVjUuiliojj 

moniioriii ij X muillal. ihc ;ilann e\ vni is scm u> the cvntnil ><;uion nutniu M-im. Lu iliu «S 

ror;uuhor ii\ iltsp;iKh ;nul ihc inl"nrm;uion isM frcJ in ihc l ; \cm Lou \\\ ;in\ case where a 
valid alamnu>iiiica,|u>n cancel code is cmcjV^jhc noiilicanon eveni and ilic \\orki]o\\ [vocess 
arc cancelled, and the inlornialion rcnardini! ti)e cancellation ol'lhe alarm ewiu lu^illeauon is 
stored in the I veni Lou 19. In an\ case where the central station monitoring 1'aciliu S is not i lied 
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ior dispatch, all rcmainiiiu contacts arc noli ficd that the alarm eveni was sent lo ihc central 
Maiion monitoring l'acilit\ H and ihe information is then stored in'lhc Kvcnl l.ou 19. 
When an alarm notification is seni. il'ihe notification is unable 10 be delivered bv the Information 
Management Network 2. il'thc line i> bns\ or there is no answer bv the first contact listed in the 
Customer Profile 17. the uorkllow process moves to the next contact listed in the Customer 
Pro! lie 17. 

:'!'•. ! .?:. • .-aa.:;::: . :':!:, :::o!r:tiiir. i:cho.: v.:th:r. :hu fvjrall 

. ■ ; VU i. 7 . ' . ::mji?1:jc . j:: :!:.: anil ' ■ ' and the iolof hone jack i:;oht:ii 

■ ;:,!:,. !!; L c . • j... " ;::v .-. II.,! !" v . irjleaa . ijnu!a. j'rolcraM'i "J ui:a!. i n :I:j 
* •"?) \;j i\{!id. !;• .. ; ■ ; s 'k b:ir - v ; ■ r.!.r t ■ ■ di. - ieonnom any off !uv\ ic!cp!'n ne or .'tl - jr 

\-:.:ii:jal L'.|nij-::!.ni . i t h. - !- . ' I ! jack. ! '! ■ ! ■■ imp'i. hed In a ronhMe controlled double | v:l 
ilnv^ ■ . ! iPI ? ! ■■■ ->vH r- — r . ■ •imilia- i: - j/lu.n:.':n. l - ach isolat i on ..niicli ?? comprize. - : nn HJ 
? : :.! :u :n: j:-!::.v n. ■ .! ■ :?. ■ ..a;- : :::--:r.n! !I1 receiver v,hich M , i l l ru.ridj jj.i,rnnl!; . • r 
wli:r.:;!b ■ ; ■ -aei I ! j - . - ck ^ur'hcc. an rccip'.acle for acceptance of tin KJ I 1 phiii. an i input 
pin.; !', ■ !■ i - i ii crl-i.v v. ah an i k i.uiny I!. 1 ? ! jack (c.!j. in - :hc wal l ), and a povior rntiivi 1 . ' 'itch a;i a 
ha::. R r !a;i ' -.I ' l i aaj converter. Tliia i!ex:cj ea.j-urca that the ca l ling-unit j() T ^ill he able to 
make :i .v:ia " ■:* ir.iuitio-a! n l vrt Mot::lc;;;ion v. hen needed, even though ■ iomeonc ohio Blight be 
o:: *du» .'i - n.c ■ r a hare!;;:' iv.uhl have :ai.jn :hc :ciephono olT hook to try to prevent a u(tH lor he l p - 

li the first contact is answered bv a voice mail or answering machine, the 
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Notification l .nuinc 23 vviihin the Interactive Mcssayinu Sen or \H rccotmi/cs that it is not a iwc 
person. leaves a message and the work How process muxes to the next contact listed in the 
Customer's Profile 17. il'ihc next contact is not answered, i> answered hv a voice mail or 
answering machine, or is answered and the correct alarm notification cancel code is not entered, 
the Notification Hn^ine 23 within I he Interactive Messaging Server IS leaves a message where 
applicable and the alarm event notification is .sent to ihe central >tation monitoring facility S ^iui 
the remaining contact !i>led in the ( 'usiomcr Profile 17 are .notified that alarm event was >cnt ;o 
Ihc central station moniiurint; facility «S, This information i> then <iorcd in the I- vent l.ou l*> 
within th e Datah a>e Server 1(>. 

\ \ ' 1 II I ■ | j <, v v ' ! \ s ■ / . I I v • Ill I l ! ||t M 'II \ I I M \ ' K ' » 

i i. • i < . . , ; . f , • ; ; i. • • - ' I i ; i '-^ ■ i ' • ■ r i '•■ *** ** ^ ' r ■ • r i ' i * ■ - . 1 • • i • - ' i ■ ; • ■ * ■ • • • ' : - ■ h ■ I • ■ 1 1' ■ ; ■ ■ ; ■ ■ ■ 



lin:::.\l I. . '"'^ !!!.-. V! 1.-. VI!!/. ,\ ! ' ■ ! ! ■ • ■ ; v . . ... '■,;; .! — ? L - -j^x; . ;' f. . 

uclv:\Hi:.: ' ■ ■!..- !»!.:.: -h ■ i.:::.!a:'. l :::..kr.l.. .l I:: :'.!. : ^ !■:-,:::,:: ■ , Ln..! 

ir.lL-r! jiv:..-, ..::!: " : ;-:v: jr:i k !;. c::;\:!\'j ■ i'u i'K, i:r 'v.r.l. V. r 

■i in:u!tan,' ■ : 1 I:. •" ■ i - nion - ml! ,!aK: in:!::::: ;i .'vl. n. !' ■ . ■■ • . - n - j - 'i. ' ■» .'.•. ■ .'!'.::r.:^! 
tnMi.:miV..-:. -:. '\ - ' ■■ ■ ■ adai. -i i:: :he > li?.- ha:.!. hiL ■■ . ■ : ■■ . ■ • ■ .•!■ da:;: :r. awvii - . - . - ion. -; :iui> 
ufili.-jllu '-:::\! ::::;:li;aio. ::/l; . ! J ha JhiJ . ^:::h. d,-. i.v ::i::!->:v :::v ! ^L : :.:! 

S jy::: ; I-. ' ' .?;.!. ?'''. ' V.:;:r:.-. f. '.:::::.!:;:"! ?S f "h !!! ! /.'hv h.;h.hh. : : ■ 

ln:cr!i'i:i:.. ' N ";:::!. * lh— !'!";. :!'.. !.:: - * 17. ::::: :i i.ihr :' 

v ' ^ I 1 . 1 .... 1 • • • ' ' ;;•! i « * ■ ' : 1* :..,"»: v y ! i- : T . ,1 ;>;j .! nL 
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i:t; j.'inn-:-.:..!!; .:■ .::!;:!•!. v.i!l p.r:::: v.::!-.:" '.ho iroquoncy capubili:: J- oflhj u!cr:r. 

v... ! ■» .r , i ,\ .1 ..i^i i >\'C ~ ^ • 

, > ' ; . ' Ji:t . . . i i. w . » -> . . . - . 

!-r;;,v .!„• ; jc:^ v : 2 }. !'?'[ .Viix!cl 712 

— : f..:!r,.-.- !■ — ;!, ;27:. !>X :::; Jc! AMS !00 or 

'.:!;..-. !■:,>;!; v.::. 1 : . J —Kir ;27:. !.::: ;::r :rx.do\ DXT 01: 

. : - • . ■ i ■■ ■ ■ . -.' . . . 

• • ;,;,!, • . !.:::,-;;r W. I?W ?\ 

" ; j ! „^-l (iO " 1 1 'S, 

ll •> ■•;;!. 1 ■ ■ • — ;, . t i . : _- ; !) . .• j;!vw c j J mjVU'iii to connect lo i jllioiui! mcdicid 
, » 0!!! ; i ' :'. . . ::c!" — :!. ■ . ■ .• l - . - r 

Moo.l i'iv. . ..: . ' I. .: .i,— ;:'ua : . : c! :. M . etc. 

Nticli : ■."!. ■ • ■■! • ,: -ni!;i! ?c iV .- m lle s loU 'ucIlu:'.!. Medtronic and other venJor.:. !'hc ..; .lem 
iv.iU :i!.'f c - - i^-v: : ■■ :r.. :aiu inaiion control modules including light, i - nviromnenu: ! . 
nppliiin jj .:!:,! ^ : . = - control device: (aol /.howl), variou s! model; ; ol* which uiv ava i lab le 

IV ' . m I 'l'l ;!;:.! ' :r.:^;i!: >' !K\! ahnve) mul other amipnniur-. 

In tlie cvcm ol a lire or panic alarm event, the information is sent dircctlv to ihc 

central .station nuMiitorim! lacilitx H and all of the customer contacts listed in the Customer 
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Prolile 17 t iiv -unified ofihe nhrm e\em. i'hc information More;! 1 1 1 the k\em l.uu 19. 1 here 
are no crmeelkuion nri\ ileues associated wiih ihese events. 

p\i\W K ::.i. y..r* !.\:!:>::c.v! v ::^ :;;:v.".-:-: 

„!vr.:: :r. I K'i. f. prc.'erre..! ;::i!vdi";Vj: : : ■ .• ■ ;";!:e ;ve/:r.: ::" ::*.j!::.ie.. l; ,v;;:;1':, 

• ■ vir:!--.: J,". :»e. :!:e vr.;:l v:-.: : ' - i - j ■ ■ e. ! !!.!.!* !' ■ :::.■:: ■ 2. 

T. ■ .!..'! 1 !. 4 . ■;*';,-::e ?'-. .i '•;,:!; ;;; .V. "h - :;: .ir.c •■ ■ !' ■■■ . 

!'::::. :. .. :J. :! .: . ^^::eru:^. -. ::!-.l:v. IV.:'. M.:: x !;. . ;:.;; 12 •" :: !Sre:: !?:::! ' ::j 

liir.e ! V:.. :•. . v . : .;.;;:::/?.. : ,to x !? : \ .,: """:::!.- ! ' I.'. - . 

*:!:! ■■ ...:!: .' \\ om ■ ! ■■ . ?■ ■■■■ !; „r..; ■, .!. •;. :: ..; ■ :::!:.-. " ' 1! 1 . 

2. ' f i rj/.iv — '!..:• ;.• ::il;;! s ! v !i\ — \ . ■ ;::'..'!.. ■■ . ■! :, ■ jii - Ui' eiiYyi!! ! :.. — '.I ' ,,.:.! .. 

. ■ u::::!-!j ■ . !' .r :r:::± I: mude l v !'.'! * 1 !• :!: ... .:!:.!-!. I':, .i: V" !"!»"! ,\. ! N ' \ !.:• . 

An/ > * ' \:. e!:vji:. - :nv ■ ■ ;\.-..:-!e ':i 4 / MM M ! 1. ' ! .. .::!., *!!!.- I !. 

!?':!:, ■ ? , M I . I';:::. :; ' ?. — ^ — p: il ■■ :; ■ ! '- :!:.r! ::: : v.e ' l j : ■ > 1 1 

:::: * :: : \ \i^:\r ■ :!•» ;• ; . " M ! ' " : :: v - . ■ ■ ; ■ \hk rie:! ■ .. ■ : ■ .!. ! ■ ! • . . i :i . .;• : 

ii niiii-.iiiii '- 'i — ' ■ " .:: ! '. i » .'on ;uii:u.ui -- n :.' . . )i: IV ;:: 'lu !\;.-. - ■ * a = l ■ ' t:^!. 

uni: !" ?:. r" - i: ■ :: \ ! t -.:ii:^ ir.e:K N '.:v. . ■ !'! ■ . : M . iIil.-;: re ; i - .?v m^;: .c: : 

ulen f^:s,T i:jn;:U ' J iiu!:v:Jn;:! i! ::1 :.n ^ns ; . ra>. ne; e::!l j:i !'.i:iJ ' j. — ! !*; 

'. :;i i:i !.:."' :\.! !/ni:. , :ief: :. ' n .!,: ■ :: — :' ;■■■ . »? ' — !'.: \ .iri::y . if iv^i 1 
ien:::ji:i!j-. . : j 1 :.,:;:'. e.'!! a !:;'::. ::e. !'.•".- ■ - i ■ 1 . \ r . - ^ -= ■ ■ \ ,!".:i: s . V'::v!,? 

. ■ ipp?:e:!l:o:: I': - -:. '! ;V - i\! - : ^I'.iiMe,: :e>. . r \!'^:t.;:::-.v'\. i;':!:.- i! 1 ..'.!' '-u::. :/ .v,!. 
,!:::;: ;;!;;;':" >.. r , 22 :.: /j::: "'. •. ■ :.? ;. ■ :l :"' ?V. :!:^:v : — ;!k s: — 



for an account that docs not have central station monitoring, ihcrc arc dilTorcni 

work Hows associated with non-critical, critical, panic, and lire events. In the event of a non- 
critical alarm, which represents a low batten event. AC! Power loss, or other non-critical event, 
the information is sent u> the customer's non-critical contact on the specified device, usiim the 
Notification laiL'inc 23 within the Interactive Messauinu Server 18. The results of this 
notification arc mo red in the I -win I .on \ { ) within the Database 16. 

In the eve nt of a critical alarm, the information is sent to the customer's first 

ntaci using.' the Noiilic auon Knuinc within t tic Interactive Messaiiinu Server 18. The contact is 
given the o|Hion to cancel the alarm even t or send (Ik* siunal to (he next contact listed in the 

g • \ t ■ ri w n il mi t i f w* i 

,, \ r-rjr , -' .v j' j;. I !U . >' . . T;;. - j uni: " .'i n:am.' : = CM. I. (TNTI'R tuition M 1. I'hi.i huiwn 

l j - jraij :. ::n .!:;:!cr :^ onukJt :hj Ha. v 1 hiil M to mt Inumutivu Voico ltoj?pi ' ii-ic 1 1 VU ■ 
t.)M V" - ■ !'! ■ !. Ml i!;r.".: : j!i 11MN 50. !' t ii.ur Kuicce. ii i cu. '> *omur i 'orviue and other 



ait!. :n:::.J . ^ i \ ie j:' ihroiidHho ne t work, i nc l uding - modifying hi;i prolllu in a database. 



, I'KiK 'L\ . nil *i — L i uiKihlc 


format ?or 


the information provided by a cinlomor or U;ior. 


m !::.•': h -; t rj,! ::: :!:; ! : : C ■ r: i: :: : i 1 1 1 1 Mi 




-Network. -A!! trangactiuns botw j-jn thj ba.v unit 


*i .... i ,i. . n in- cm :it 1. . i ..... i 


.. 1... .u.... > 


-j-vent log 7" in tho IMN. and into a .similar 
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If the contact chooses to caned the alarm cwm. the customer's notification cancel 

code is rcuiiotcd. 11" the correct alarm notification cancel code is entered, the alarm notification 
event and work How process are cancelled and ;ho results of the work How process are stored in 
the Kvcnt Lou 19. Ifihe incorrect alarm notification cancel code is entered, the customer is 
requested to re-enter the alarm notification cancel code. Il'an invalid alarm notification cancel 
code is entered a second time, or no alarm cancellation code is entered, the work How process 
moves to the nc\t contact listed in the Customer'^ Profile 17 and the process is repeated. I his 
work How proce ss w il l continue through all ol'thc c uM o tncr contacts until the alarm e\ ent is 
c ancelled u sin!_: t he correct alarm notification can cel o u is^__^J \ Jl cac h , notifi cation, ihe conta ct i> 
uiv en the ' ni ^ lUljjijJ.ilJii'lij ut the alarm event .J nc huhi h_e nn_n i e. address and svsiem /one 
a eiii.l!is^JL. a IV si La s„l ! ! c police phone nuinlvr to > co i \ la ca m t he event o I an emergency . I )urin ;j 
the PIaiccsn. liie cont act is ::ivcu i he opti on lo have the n otific ation sent to the next contact liste d 
in the ( u sloincr LVotik;J 7: yjven the option lo cancel ihe notification: or h e connec ted di rect^ jo 
1 [ 1,0 police. J^ione_nui in her listed in his C usjoiner j 'n i li le i 7. [n ativ case when a val id. alarm 
LliiUi 'catio n cancel on Ic i s enter ed., the notili ca ti on event and tl ie wor kfiow proc ess are cancelled 
and the in formation i s stored i n the I- vent I.ol* l*> vs ithi n the f > ataha<e Server 16. 
When an alar n i notification is sent, il'the line is Ihinv or there is no answer hv the lirM contact 
listed in the ( nstomer Pr o file 17. ihe work How process moves to the next contact liMcd in the 
Customer's Profile 17 to continue the work How process. 
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: !:::', ;: M;:::;; c ;::::::: s :!MNj 50 ii; . ■ !:ov/n in !'!CT. ! & S. ::: :hu 

!>TM!" :"uJ;:n A .'5. :uj :-jnJcror 60. an Application Prcunu:: !:i::r!b:J 
[A;*!: ■ » .:c:*L..: L-;',:;r. v.v j,'::ta:r.:::^ '"ic: inlbmaiion Joiabacoj 67. u unified ^c^auiiK 
;:!;:::'. :•!::. .vc::: ! ■ .-. ;: •■• ^ ::::o"!Vu\j. .:n j :. ! v r.:UJ launch |->:chan^. Imcrnc:?'. J Voitv 
iij. i pon. - ; £2. !n c;":H:nuur. ■-.::!: ±c '.- ■■ i. - c unit <>. t he ca l l i ng tmil j», tjlophor.o i.:.o!ntien 
! :v.i:j!::. : ;;i;J y\ ±j !M S . ;:vv:J- c:n automated i:ouT:ca:::r. :y:::c?n cspr.He r.!' 

::: r .-. :rj!:;:j. - 1 ir:! r jci:!: cc!mmi:iical - iuH r.jtvi ur.d c.ipiiMj i - :' 

J.::. ;.!>r: r.r . ::fic;;::o". :. . j^vifial ;vinU i orecntaci '.i:;:!:c wido nuijJ 



( n Uk - >;ihk- cxenl. il'thc notification is answered hv a voice mail or answering 

m;idu!U\_fiic Notification Imjine 18 recognize s thai il is not a live person. lca\cs a message and 
the work Mow process mov es lo ih c next con t act listed in the ( 'ustomcr's Profile 17. 1 1' llic next 
ci \n lac us I n is v . nol ; i nsw ei>\ L ;mswcrcd In :i \oiee mail or answering machine, or answered and 
UlV. ii'J'JilVi iliilil 1 !. notification cancel code is not entered. I he Notification Kniiinc 1<S. leaves ;i 
mes<aL*e where applicable a nd inoxes lo llie ncxi contact listed in ihc Customer's Profile 17. 
I his process continues throuuh all ofthc contacts listed in the Customer's Prolllol 7 until the 
c orrect alarm notification cancel code is entered to cancel the work How process. 

Alter th e work How process has attempted contact with all devices listed in the 

Customer's Profile 17. the Notification l-'tminc 23 within the Interactive Messaniiisi server IS 
will irv to send the alarm notification to those devices that were busv or where there was no 
answer to attempt to dclixcr the alarm event notification information. 
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* :.- ■ :.! .r.'.K .-.'':!: ■ : - ,\ ::::r.:::::.\:::. •;. .;!cr. :r;::v:::i.v':. :• : • 

ihc alum: ;:r 7 ! v. ::!:.: ::: j „»!!::::: :::::: 7"': : :v :i.c : 

!)TM1 : f- !.\. !'!.-.,. .^i:;;!.- j :V.r"arJ.c>: :; !.. e::! !...:!:::::^,' C:irri::' ;!.!.'' ': ' Z 

vrhich In :i::r.. :?:; ,!;•.::; "ufriic h'v.:;i'io' !':!,•;:!'., ■ ::,• V::vh.t!: ;!*5.'.'!'>? i M 

!MM r() n ! ^ :i j'iV ' vidwT'v.i.'.j,! .".uij : ivr i. !? ' Ml ! J.^:" ' . . — Arr 

iicii^ov^.L;!::::::. ;;^,,::' . . \ ^. ' ? - 1 x '.\' '?'. : ,^:r :. •• :?*.: 

unit , 7 0a . : y u \ :::J;j:::::-.: :lu :ikhL:k ' ?».;:.? : . J :!;. ■ . :::!. r:::;.::. ■■ . !'!:!.: .V..11 . v .\< 
e::e!:;i:iy»' aiJLi/. . ,. ;. :!:. . 11 :!•..;:;?:. .I;:;..!:,:-. . :v. , |-. ,-.!. ..;;.! !~:.; ~ ''. ■■■ i v ■ 

inio;-; , ::: :!,; : ;!.;r::: ;:' > .v.v ■ * .M .! .!! !' 

I '?.! ' 'HVi ! N • ' . ■■■■■■ ! ■■ . ■ IV., . ' Y.; : 

In the e\ent oi'a lire <»r pan ic a larm V v cm. ail nl' ll_K; custo mer con tact liMcd m mc 

Oj^liuiiiiL. I V 4 v' 'Jv . ! 7...y.i\ji*.*j..i )is\L«j Qhsi^isL 1 y ink] iIk^miM^ ui! 1 ^ 

i\iilLi!l^>JAV!J!.^ 

( 'onllrmation t hai the a larm noiilicaiio n li as boon successfully transm itted to the 

customer's des ignat e d dc\ icc<>) is housed in ihc c\cni K>!» and als o in the ScctiritN or Premis es 
Monitoring S\ stem . I n a prcl'crred embodiment, ilk- IMN allows lor a two-wav communication 
interlace will) the base unit, In this wax. Ihc present invention allows lor remote activation or 
rescuing of the alarm and other de\ ices in the home lor <ecuriiv and home automation purposes, 
ihronuh the iniuauon ni'a piHineeall or uiohal eoniputer netwi^rk iran>mis>ion to the IMN. ! ne 
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IMN also allmv* (he cus'.omcr 10 preprogram alarm and home automation functions to initiate 
specific processes a 1 . >necil1cd limes of the da\ . 

!'!- :::.-Je::: ;l:e !)!Mi' c:\^ .^nnb t 1 A to digital dgna!:; and ?z:z^ ±. 

d;:iu :o. an A;:p!Lui: ! > :v.;-::::: !ii:;rlhcc ■ AIM Mifr r^iJiiK :n a ouiitompr database ^rw - r 67 
,i;^r::i:;ii: ^l-ctJ:;',: :. ."ardard c^nmjrjla!!;. avaiiaMu dutabasa program juch SJQ1. 
;S:r.:j:::r:J 'J..::" l..—.:^:. ! !:c cu:!::;::;.: daiu .itroam hotter ;v.r: , :' 
■ !vj rcjj: \~.! . : r ,-,;:.v. and l janici.i .p^iiii ::l;n aifc-rmaiion aueh as .nation !') ::::.! :;>;v > :' 
id:.:"" \\vx\\ . l;-.. :■. • :.:.!..-• — ^\\\\ r. , »■ ,•.). '!'!:: A.°! ' |T." id J.' thL daui tu olhcr ;-.n\::-;a:v 
■ • ■ inni;:^ u:i : d.uaiv. i . ,t : 7. !'» r i'arihur prui?JM;iingj 
.n ...: ■ ; ■ . ■ !• - Li. . — ^*- ^r/ - 7 ;{ ^> - y ' jfrjr:::..: ;;nJ ; „iu!; t un alarm nutilloaiu'n u - an 

0 ::: ih -r .: > . \\u \\\ \ ?> pro do. scaled cuiilomor contac t inl'innniii'jn. !'!^ 

1 •. i ni >. ' :'. - p v a he - Jc t :.: i, . :il!J rondure? M*, which eom a'U: li ina ;!.. 

!i ' i ! u.|li::vd '* ■■ ' ■ ■ . . ■■ i - : : pp ! i ' pnaii 0\ U!l! . .TVCi'M 70, TllU. ' iU illC i lu! » J. !Ml! VAX P.tM !imil Ji! 

: ' ,j piu ' iie r, a !'..-. a paaor . ■ i orur. an mai l .»ursur. a cull : :urvor. or oven a r.uamjd 

nunii. rim; ivnior " ; . — ^ — iu ' -.'i i i ai :lu hi iut.i i l l ! f I. .1. a human i iocurits ruproacniaii ' ii [:u > : 
.■lu'WiS in ::i;ai::»:.; i::^::!:^:'::^ .vn:er 71 v. ill ho alortcd ihat fU. 'i tomer — :■ Ineatio i i luu l a 
sensor al e rt transaction. After successfully sonding th e- aiorts and notifioations, the IMN 50 
issu e s a confirming report that an alert - has » b ee n received and passes this information to the 
databas e- event log 79 for retention as transaction history. Th e - s er ve r/database 67, event log 79 
and th e alarm processor 32 will maintain a record of confirmation that the alert messages were in 
fact r e c e ived. The customer database s e rver 67 will pass notification of any-message transaction 
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The Information Management Network 2 can he programmed to forward certain 

alarm event transmissions Jirccth to the cciural station monitoring facility *S while oilier eveni 
transmissions are sent to the central station monitoring facility H onl\ alter the first, second, third 
or fourth transmission to the contacts listed in the Customer IVolllc 17. 

I vei'eniivj to Figure 3 auain. the account information in the Customer Profile 17 

within the I n formation Management Network 2 can he populated h\ the customer or other 
auili ori/.ed individual v ia a secure wch interface on i he \\ eh Ser\ er 20 iM' \ ia a secure iclcphone 
interlace us im: ih.e i cicnho: iv Server II. I o acce s s ihcir C 'u.stomer Profile I 7. customers arc 
rei^iiied to idc llu-ir personal user nam e and a un iijit e personal pass code . I hrotiuh the se 
interfa ces. authorized indiv idiials can customize their personal account in form ation to add,_dclcic 

tr :,, ) s I!iL ? i J ii* ,| . , > J u .'.hv.U' s_* ^ *S*J^ ILL^sJ i ! 3 .'J As'j.l* !)iHl?s^islL^^ S^'IK!*! 1 . 

^UIJllMii!'!*.!. '''J.!.'! 1 -:' jldorniaiiiin^^Xn 

automatically sent \ ia l ) S I N or Int ernet interlace to the central station n ) o njto r j ji^L . j \ i^'j jil ^. *±J. K 1 

upd ate the customer'* a eeoun i in forma tioti on a real t i me basis. I his tran sfe r ol inlormation 

applies onl\ t o tho se customers suhscrihimj to central station monitoring scrv ices, which servi ces 
serxe as a con \ nlcment to the alarm notification call How process made hv the Information 
Management Net work 2. 

\ ■■ ... :., l,..!!' .n,w| ■* ■ . . ..... ! -";-|' j\ i > ;;j; , ,.;J ' : t ; 
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J.Aw: :iir ::c;-..t ! : "! v.::!: :: V.'ch l:V.jr:-:cj :i::xrj»h c proiJC'.ivc :i;v.vull 75 und 

— junncjiicr. 76 -:r vir. .-lamiard :o!cphono lines through a PBXTVR 82 interlace. 
Access to tho customer access database 78 -facilitates input and modification of us e r - notification 
profile information and retrieval of sensor alert records to determine alarm - activation and tost 
history. Any input or modification to user notification profil e - r e cords will be initiated in th e 
customer access databas e 7 8 , which in turn, will forward r e levant profile information to the 
customer databas e server 67 for event r e trieval. This functionality inhibits unauthorised 
electronic acc e ss to the customer database and serv e r 67. Tho use of a Personal Identification 
Number (PIN) validation qu e ry (not shown) provides tho user with secure and personal access to 
his databas e- information. As previously noted, suitable soourity protocols are well - known and are 
available from vendor;; such as VERISIGN, ENTRUST, and Baltimore Technologies. 

MANNED MONITORING CENTER 71 

Optionally, us shown in FIGS. 1 & 8 , the us e r can eleot for the IMN-50 to notify th e 

Manned Monitoring C e nter 71 (MMC) of the alarm. Tho operator at - tho - MMC 71 will then call 
the unit location and speak with the customer or list e n through - the - baso unit 9 or PCD 10 
microphon e for abnormal sounds in the customorDs r e sid e nce, in ord e r to verify the alarm. If th e 
alarm is d e t e rmin e d to bo valid, tho MMC 71 notifies tho appropriat e public saf e ty officials (fire^ 
police, campus or nursing home s e curity). 
MODE OF OPERATION MAJOR EVENTS/SCENARIOS: 

System op e ration is organiz e d around several □ events □ or system operational sc e narios, 
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APPENDIX B: REQUEST TO DELETE AN INVENTOR 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



Applicant(s): Layton, P., et al. 
Application No.; 09/714,841 
Filed: 11/20/2000 

Title: Combination Wireless Alarm System 
and Telephone Connected to an Information 
Network for Automated Delivery of Alarm 
Notifications and Other Information 

Attorney Docket No.: 26016.0.1 



Group Art Unit: 2683 
Examiner: Tran, Cong Van 



REQUEST TO DELETE AN INVENTOR 

Commissioner for Patents 
Mail Stop Non-Fee Amendment 
P.O. Box 1450 
Alexandria, V A 223 13 

Dear Sir: 

Please dctete "Sidney Skjci" as an inventor in this application. 

REMARKS 

The foregoing requested change of inventorship is occasioned by the recent election 
required by a restriction requirement and by the amendment of the claims herein. 

Respectfully submitted. 



Date: January 5, 2004 



Frederick C. Williams 
Burns & Levinson LLP 
1030 Fifteenth Street, N.W. 
Suite 300 

Washington, DC 20005-1501 
TeL (202) 842-0445 




Frederick C Williams 
Reg. No. 36969 
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